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BEFORE THE
NOVA SCOTIA ENERGY BOARD
OF THE PROVINCE OF NOVA SCOTIA

North American Electric Reliability )
Corporation )

SECOND QUARTER 2025 APPLICATION

FOR APPROVAL OF RELIABILITY STANDARDS OF THE
NORTH AMERICAN ELECTRIC RELIABILITY CORPORATION

The North American Electric Reliability Corporation (“NERC”) hereby submits to the
Nova Scotia Energy Board (“NSEB”) an application for approval of NERC Reliability Standards
approved by the United States Federal Energy Regulatory Commission (“FERC”) during the
second quarter of 2025 (from April 1, 2025 through June 30, 2025). NERC requests that the
Reliability Standards approved by FERC in the second quarter of 2025 be made mandatory and
enforceable for users, owners, and operators of the Bulk-Power System (“BPS”) within the
Province of Nova Scotia.

In support of this request, NERC submits the following information: (i) a table listing the
United States effective date of each Reliability Standard applicable to Nova Scotia that was
approved by FERC in the second quarter of 2025 (Exhibit A-1); (i1) an informational summary of
the Reliability Standards applicable to Nova Scotia that were approved by FERC in the second
quarter of 2025, including each standard’s purpose, applicability, as well as the date that NERC
filed the Reliability Standard with FERC and the date that FERC approved the Reliability Standard
(Exhibit A-2); (ii1) the Reliability Standards approved by FERC in the second quarter of 2025

(Exhibit A-3); (iv) an updated list of the currently effective NERC Reliability Standards as



approved by FERC (Exhibit B); and (v) the updated Glossary of Terms Used in NERC Reliability
Standards (“NERC Glossary”) (Exhibit C).!

I NOTICE AND COMMUNICATIONS

Notices and communications regarding this application may be addressed to:

Lauren Perotti

Assistant General Counsel

Sarah P. Crawford

Senior Counsel

North American Electric Reliability
Corporation

1401 H Street, N.W., Suite 410

Washington, D.C. 20005

(202) 400-3000

lauren.perotti@nerc.net

sarah.crawford@nerc.net

II. REQUEST FOR APPROVAL OF RELIABILITY STANDARDS

A. Background: NERC Quarterly Filing of Proposed Reliability Standards

Pursuant to Section 215 of the Federal Power Act (“FPA”),2 NERC is certified by FERC
as the Electric Reliability Organization (“ERO”) in the United States.> Under FPA Section 215,
the ERO is charged with developing and enforcing mandatory Reliability Standards in the United
States, subject to FERC approval. Section 215(b)(1) of the FPA states that all users, owners, and
operators of the BPS in the United States will be subject to FERC-approved Reliability Standards.

Section 215(d)(5) of the FPA authorizes FERC to order the ERO to submit a new or modified

! The list of Reliability Standards and the NERC Glossary in Exhibit B and Exhibit C, respectively, were
generated on or around the date of this filing, and, given the quarterly schedule on which this application is filed,
these lists may include standards and definitions that became effective or were approved after the final day of the
previous quarter. Only those standards and definitions highlighted for NSEB in the present quarterly application and
all previous applications should be considered for purposes of this application.

2 16 U.S.C. § 8240 (entrusting FERC with the duties of approving and enforcing rules in the U.S. to ensure
the reliability of the nation’s Bulk-Power System, and with the duties of certifying an Electric Reliability
Organization to develop mandatory and enforceable Reliability Standards, subject to FERC review and approval).

3 N. Am. Elec. Reliability Corp., 116 FERC § 61,062, order on reh’g and compliance, 117 FERC 61,126
(20006), aff’d sub nom. Alcoa Inc. v. FERC, 564 F.3d 1342 (D.C. Cir. 2009).

3



Reliability Standard and Section 39.5(a) of FERC’s regulations requires the ERO to file for FERC
approval each Reliability Standard that the ERO proposes should become mandatory and
enforceable in the United States, and each modification to a Reliability Standard that the ERO
proposes to make effective in the United States. Some or all of NERC’s Reliability Standards are
also mandatory in the Canadian provinces of Alberta, British Columbia, Manitoba, New

Brunswick, Nova Scotia, Ontario, Québec, and Saskatchewan.

NERC entered into a Memorandum of Understanding (“MOU”) with the Nova Scotia
Utility and Review Board (“NSUARB”,* now known as the Nova Scotia Energy Board or
“NSEB”) and a separate MOU with Nova Scotia Power Inc. (“NSPI”’) and the Northeast Power
Coordinating Council, Inc. (“NPCC”),> to provide reliability services to Nova Scotia. These
MOUs became effective on December 22, 2006 and May 11, 2010, respectively. The December
22,2006 MOU memorialized the relationship between NERC and the NSUARB that was formed
to improve the reliability of the North American BPS. The May 11, 2010 MOU sets forth the
mutual understanding of NERC, NSPI, and NPCC regarding the approval and implementation of
NERC Reliability Standards and NPCC Regional Reliability Criteria in Nova Scotia and other

related matters.

On June 30, 2010, NERC submitted its first set of Reliability Standards and the NERC
Glossary to the NSUARB, and on July 20, 2011, the NSUARB issued a decision approving these

documents.® In that decision, the NSUARB approved a quarterly review process for considering

4 See Memorandum of Understanding between Nova Scotia Utility and Review Board and North American

Electric Reliability Corporation (signed Dec. 22, 2006).

5 See Memorandum of Understanding between Nova Scotia Power Incorporated and the Northeast Power
Coordinating Council, Inc. and the North American Electric Reliability Corporation (signed May 11, 2010).

6 In the Matter of an Application by North American Electric Reliability Corporation for Approval of its
Reliability Standards, and an application by Northeast Power Coordinating Council, Inc. for Approval of its
Regional Reliability Criteria, NSUARB-NERC-R-10 (July 20, 2011) [hereinafter NSUARB Decision].

4



new and amended NERC Reliability Standards and criteria’ and ordered that “applications will
not be processed by the Board until [FERC] has approved or remanded the standards in the United
States.”® The NSUARB Decision also stated that NSUARB approval is not required for the
Violation Risk Factors and Violation Severity Levels associated with proposed Reliability
Standards, but the NSUARB noted that it will accept Violation Risk Factors and Violation Severity
Levels as guidance.’

Based on the NSUARB Decision, NERC applications to the NSUARB, now NSEB, only
request approval for those Reliability Standards and NERC Glossary definitions approved by
FERC during the previous quarter. NERC does not seek formal approval of Violation Risk Factors
and Violation Severity Levels associated with the Reliability Standards submitted in its quarterly
applications. Rather, for informational purposes and for guidance, NERC provides a link to the
FERC-approved Violation Risk Factors and Violation Severity Levels associated with NERC
Reliability Standards.'® NERC does not include in its applications the full developmental record
for the standards, which consists of the draft standards, comments received, responses to the
comments by the drafting teams, and the full voting record, because the record for each standard
may consist of several thousand pages. NERC will make the full developmental records available

to the NSEB or other interested parties upon request.'!

7 Id. at P 30.
8 Id.
o Id. at P 33.

10 NERC’s Violation Risk Factors Matrix and Violation Severity Levels Matrix are available at

https://www.nerc.com/pa/Stand/Pages/default.aspx. See the left-hand side of webpage for downloadable documents.
1 The full record of development for each standard is available on NERC’s website as an exhibit to the
petition filed with FERC. These petitions are available at
https://www.nerc.com/FilingsOrders/us/Pages/NERCFilingstoFERC.aspx.
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B. Overview of NERC Reliability Standards Development Process

NERC Reliability Standards define the requirements for reliably planning and operating
the North American BPS. These standards are developed by industry stakeholders using a
balanced, open, fair, and inclusive process managed by the NERC Standards Committee. The
Standards Committee is facilitated by NERC staff and comprised of representatives from ten
electricity stakeholder segments. Stakeholders, through a balloting process, approve the Reliability
Standards prior to the standards being adopted by the NERC Board of Trustees and approved by

applicable governmental authorities.

NERC develops Reliability Standards and associated definitions in an open, inclusive,
balanced, and fair process in accordance with Section 300 (Reliability Standards Development)
and Appendix 3A (Standard Processes Manual) of its Rules of Procedure.!'? The NERC Glossary,
most recently updated July 10, 2025, contains each term that is defined for use in one or more of
NERC’s continent-wide or regional Reliability Standards approved by the NERC Board of
Trustees.

C. Description of Proposed Reliability Standards, Second Quarter 2025

As provided in the table below, during the second quarter of 2025, FERC issued an order
approving CIP-015-1 (Cyber Security — Internal Network Security Monitoring).'> No other
Reliability Standards applicable to Nova Scotia were approved by FERC during the second quarter

of 2025.

12 The NERC Rules of Procedure are available at https://www.nerc.com/AboutNERC/Pages/Rules-of-
Procedure.aspx.

13 Critical Infrastructure Protection Reliability Standard CIP-015-1 — Cyber Security — Internal Network
Security Monitoring, Order No. 907, 191 FERC 9 61,224 (2025) (FERC directed NERC to develop modifications to
Reliability Standard CIP-015-1 to include Electronic Access Control or Monitoring Systems and Physical Access
Control Systems outside the Electronic Security Perimeter).

6



Reliability Standards

Reliability Standard Effective Date

Critical Infrastructure Protection (CIP)
CIP-015-1* 10/1/2028

* At the time of this filing, the standards marked with an asterisk are not yet effective, but have
been approved by FERC and have a future mandatory effective date.

1. CIP-015-1, Cyber Security — Internal Network Security Monitoring

On June 26, 2025, FERC issued an order approving Reliability Standard CIP-015-1 as well
as the associated implementation plan, Violation Risk Factors and Violation Severity Levels.
Reliability Standard CIP-015-1 is responsive to FERC’s Order No. 887,'% in which FERC directed
NERC to develop new or modified Critical Infrastructure Protection (“CIP”’) Reliability Standards
that require internal network security monitoring for CIP-networked environments for all high
impact bulk electric (“BES”) Cyber Systems with and without external routable connectivity and
medium impact BES Cyber Systems with external routable connectivity. !>

The purpose of Reliability Standard CIP-015-1 is to “improve the probability of detecting
anomalous or unauthorized network activity in order to facilitate improved response and recovery
from an attack.”

Reliability Standard CIP-015-1 establishes three requirements that require Responsible
Entities to implement internal network security monitoring systems and processes. Reliability
Standard CIP-015-000 benefits reliability by requiring Responsible Entities to evaluate their
networks within Electronic Security Perimeters and identify the network data feed(s) that would
be most effective for detecting anomalous activity in their particular network configurations;

collect, analyze, and respond appropriately to anomalous network communications within

14 Internal Network Security Monitoring for High and Medium Impact Bulk Electric System Cyber Systems,

Order No. 887, 182 FERC 61,021 (2023) [hereinafter Order No. 887].
15 Order No. 887 at P 1.



applicable networks; and protect the collected internal network security monitoring related
network communications data to prevent unauthorized data manipulation and preserve the data to
facilitate additional investigation.

Requirement R1 requires each Responsible Entity to collect and monitor network
communications within Electronic Security Perimeter environments.

Requirement R1, Part 1.1 requires that the Responsible Entity “[i]mplement, using a
risk-based rationale, network data feed(s) to monitor network activity; including connections,
devices, and network communications.” Specifically, Requirement R1, Part 1.1 requires the
Responsible Entity, using a risk-based rationale, to identify possible network data collection
locations and then narrow down the actual collected data to the data feeds that contain the most
cost-effective and relevant data for cyber security monitoring purposes.

Requirement R1, Part 1.2 requires a Responsible Entity to “[ijmplement one or more
method(s) to detect anomalous network activity using the network data feed(s) from Part 1.1.”
Detecting anomalous network activity includes processing collected data, analyzing that data using
one or more analysis techniques, and generating notifications regarding traffic or events of interest
for evaluation in Requirement R1, Part 1.3. Anomalous traffic by itself would not necessarily
indicate adversarial activity in a network, but when combined with analysis and context from other
log sources and data, the Responsible Entity might classify communications as benign, suspicious,
or other similar evaluations as required in proposed Requirement R1, Part 1.3.

Requirement R1, Part 1.3 requires Responsible Entities to “implement one or more
method(s) to evaluate anomalous network activity detected in Part 1.2. to determine further
action(s).” The aim of the requirement is to arm the entity with the information needed to take

action but not to dictate whether or what action to take.



Requirement R2 requires each Responsible Entity to implement a processs(es) to retain
internal network security monitoring data associated with network activity determined to be
anomalous by the Responsible Entity. The goal of the process would be to retain data that can
support the analysis required in Requirement R1, Part 1.3.

Requirement R3 requires Responsible Entities to establish one or more processes to
protect the internal network security monitoring data collected pursuant to Requirement R1 and
data retained pursuant to Requirement R2 from modification or unauthorized deletion by an
adversary. The processes to protect the internal network security monitoring data collected
pursuant to Requirement R1 and data retained pursuant to Requirement R2 would include
implementation of protective and detective controls, such as the following: (1) granting only
authorized personnel electronic and physical access to the internal network security monitoring
system; (2) installing an internal network security monitoring system with built-in methods that
safeguard the integrity of stored data; (3) segmenting the internal network security monitoring
system into an isolated network separate from the BES Cyber System being monitored; (4)
maintaining authentication and authorization systems used by the internal network security
monitoring system at a higher assurance level than corporate authentication systems or separated
from corporate authentication systems; (5) implementing two-factor authentication for access to
the internal network security monitoring system; or (6) utilizing other commonly accepted
methods used to protect log data. Requirement R3 would not apply during CIP Exceptional
Circumstances, as there may be situations where access may need to be afforded to other
individuals supporting a cybersecurity investigation such as additional internal staff, third parties,

or government partners.



III. CONCLUSION

NERC respectfully requests that the NSEB approve the revised Reliability Standards as

specified herein.

Date: August 22, 2025

Respectfully submitted,

/s/ Sarah P. Crawford

Lauren Perotti

Assistant General Counsel

Sarah P. Crawford

Senior Counsel

North American Electric Reliability Corporation
1401 H Street, N.W., Suite 410

Washington, D.C. 20005

(202) 400-3000

lauren.perotti@nerc.net
sarah.crawford@nerc.net

Counsel for the North American Electric Reliability
Corporation

10



Exhibit A



Exhibit A-1:
Reliability Standard Applicable to Nova Scotia, Approved by FERC in Second Quarter
2025

Reliability Standard Effective Date

Critical Infrastructure Protection (CIP)
CIP-015-1* 10/1/2028

* At the time of this filing, the standards marked with an asterisk are not yet effective, but have
been approved by FERC and have a future mandatory effective date.



Exhibit A-2:
Informational Summary of Reliability Standards Applicable to Nova Scotia, Approved by
FERC in Second Quarter 2025

Reliability Standard CIP-015-1

Purpose To improve the probability of detecting anomalous or
unauthorized network activity in order to facilitate improved
response and recovery from an attack.

Applicability Functional Entities:

e Balancing Authority
Distribution Provider
Generator Operator
Generator Owner
Reliability Coordinator
Transmission Operator
e Transmission Owner

Requirements Reliability Standard CIP-015-1 includes three requirements.
Date of Petition and FERC | Petition filed on June 24, 2024 for approval of proposed
Order Reliability Standard CIP-015-1 with FERC in Docket No.

RM24-7-000. FERC approved the Reliability Standard on
June 26, 2025.




Exhibit A-3
Reliability Standard Filed for Approval



CIP-015-1 — Cyber Security — Internal Network Security Monitoring

A. Introduction
1. Title: Cyber Security — Internal Network Security Monitoring
2.  Number: CIP-015-1

3. Purpose: Toimprove the probability of detecting anomalous or unauthorized
network activity in order to facilitate improved response and recovery from an attack.

4. Applicability:

4.1. Functional Entities: For the purpose of the requirements contained herein, the
following list of functional entities will be collectively referred to as “Responsible
Entities.” For requirements in this standard where a specific functional entity or
subset of functional entities are the applicable entity or entities, the functional
entity or entities are specified explicitly.

4.1.1. Balancing Authority

4.1.2. Distribution Provider that owns one or more of the following Facilities,
systems, and equipment for the protection or restoration of the BES:

4.1.2.1. Each underfrequency Load shedding (UFLS) or undervoltage
Load shedding (UVLS) system that:

4.1.2.1.1. Is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.1.2.1.2. Performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.1.2.2. Each Remedial Action Scheme (RAS) where the RAS is subject to
one or more requirements in a NERC or Regional Reliability
Standard

4.1.2.3. Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System is subject to one
or more requirements in a NERC or Regional Reliability
Standard.

4.1.2.4. Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.1.3. Generator Operator

4.1.4. Generator Owner

Page 10f 9



CIP-015-1 — Cyber Security — Internal Network Security Monitoring

4.1.5. Reliability Coordinator
4.1.6. Transmission Operator
4.1.7. Transmission Owner

4.2. Facilities: For the purpose of the requirements contained herein, the following
Facilities, systems, and equipment owned by each Responsible Entity in 4.1
above are those to which these requirements are applicable. For requirements
in this standard where a specific type of Facilities, system, or equipment or
subset of Facilities, systems, and equipment are applicable, these are specified
explicitly.

4.2.1 Distribution Provider: One or more of the following Facilities, systems,
and equipment owned by the Distribution Provider for the protection or
restoration of the BES:

4.2.1.1 Each UFLS or UVLS System that:

4.2.1.1.1 is part of a Load shedding program that is subject to
one or more requirements in a NERC or Regional
Reliability Standard; and

4.2.1.1.2 performs automatic Load shedding under a common
control system owned by the Responsible Entity,
without human operator initiation, of 300 MW or
more.

4.2.1.2 Each RAS where the RAS is subject to one or more requirements
in a NERC or Regional Reliability Standard.

4.2.1.3 Each Protection System (excluding UFLS and UVLS) that applies
to Transmission where the Protection System is subject to one
or more requirements in a NERC or Regional Reliability
Standard.

4.2.1.4 Each Cranking Path and group of Elements meeting the initial
switching requirements from a Blackstart Resource up to and
including the first interconnection point of the starting station
service of the next generation unit(s) to be started.

4.2.2 Responsible Entities listed in 4.1 other than Distribution Providers:
All BES Facilities.

4.2.3 Exemptions: The following are exempt from Reliability Standard CIP-015-
1

4.2.3.1 Cyber Systems at Facilities regulated by the Canadian Nuclear
Safety Commission.

Page 2 of 9



CIP-015-1 — Cyber Security — Internal Network Security Monitoring

4.2.3.2 Cyber Systems associated with communication networks and
data communication links between discrete Electronic Security
Perimeters (ESP).

4.2.3.3 Cyber Systems, associated with communication networks and
data communication links, between the Cyber Systems
providing confidentiality and integrity of an ESP that extends to
one or more geographic locations.

4.2.3.4 The systems, structures, and components that are regulated by
the Nuclear Regulatory Commission under a cyber security plan
pursuant to 10 C.F.R. Section 73.54.

4.2.3.5 For Distribution Providers, the systems and equipment that are
not included in section 4.2.1 above.

4.2.3.6 Responsible Entities that identify that they have no BES Cyber
Systems categorized as high impact or medium impact with
External Routable Connectivity (ERC) according to the
identification and categorization processes required by CIP-002
or any subsequent version of that Reliability Standard.

5. Effective Date: See Implementation Plan for CIP-015-1.

Page 3 0of 9



CIP-015-1 — Cyber Security — Internal Network Security Monitoring

B. Requirements and Measures

R1. Each Responsible Entity shall implement one or more documented process(es) for
internal network security monitoring of networks protected by the Responsible
Entity’s Electronic Security Perimeter(s) of high impact BES Cyber Systems and
medium impact BES Cyber Systems with External Routable Connectivity to provide
methods for detecting and evaluating anomalous network activity. The documented
process(es) shall include each of the following requirement Parts: [Violation Risk
Factor: Medium] [Time Horizon: Same Day Operations and Operations Assessment]

1.1. Implement, using a risk-based rationale, network data feed(s) to monitor
network activity; including connections, devices, and network communications.

1.2. Implement one or more method(s) to detect anomalous network activity using
the network data feed(s) from Part 1.1.

1.3. Implement one or more method(s) to evaluate anomalous network activity
detected in Part 1.2. to determine further action(s).

M1. Evidence must include each of the documented process(es) that collectively include
each of the requirement Parts in Requirement R1 and evidence to demonstrate
implementation of the process(es). Examples of evidence of implementation of the
requirement Parts may include, but is not limited to:

Part 1.1.

e Documentation detailing network data feed(s) that includes a documented risk-
based rationale that describes how network data feed(s) were selected for data
collection.

Part 1.2.
e Documentation of anomalous network detection events;

e Documentation of configuration settings of internal network security monitoring
systems;

e Documentation of network communication baseline used to detect anomalous
network activity; or

e Documentation of other methods used to detect anomalous network activity.
Part 1.3.

e Documentation of method(s) used to evaluate anomalous activity;

e Documentation of actions in response to detected anomalies; or

e Documentation of escalation process(es) that could include CIP-008 Cyber
Security Incident response plan(s).

Page 4 of 9



CIP-015-1 — Cyber Security — Internal Network Security Monitoring

R2. Each Responsible Entity shall implement, except during CIP Exceptional
Circumstances, one or more documented process(es) to retain internal network
security monitoring data associated with network activity determined to be
anomalous by the Responsible Entity at a minimum until the action is complete in
support of Requirement R1, Part 1.3. [Violation Risk Factor: Lower] [Time Horizon:
Same Day Operations and Operations Assessment]

Note: The Responsible Entity is not required to retain internal network security
monitoring data that is not relevant to anomalous network activity detected in
Requirement R1, Part 1.2.

M2. Examples of evidence may include, but are not limited to, documentation of the
internal network security monitoring data retention process(es), system
configuration(s), or system-generated report(s) showing data retention with timelines
sufficient to support Requirement R1, Part 1.3.

R3. Each Responsible Entity shall implement, except during CIP Exceptional
Circumstances, one or more documented process(es) to protect internal network
security monitoring data collected in support of Requirement R1 and data retained in
support of Requirement R2 to mitigate the risks of unauthorized deletion or
modification. [Violation Risk Factor: Lower] [Time Horizon: Same Day Operations and
Operations Assessment]

M3. Evidence may include, but is not limited to, documentation demonstrating how
internal network security monitoring data is being protected from the risk of
unauthorized deletion or modification.

Page 50f 9



CIP-015-1 — Cyber Security — Internal Network Security Monitoring

C. Compliance
1. Compliance Monitoring Process

1.1. Compliance Enforcement Authority: “Compliance Enforcement Authority” (CEA)
means NERC or the Regional Entity, or any entity as otherwise designated by an
Applicable Governmental Authority, in their respective roles of monitoring
and/or enforcing compliance with mandatory and enforceable Reliability
Standards in their respective jurisdictions.

1.2. Evidence Retention:
The following evidence retention periods identify the period of time an entity is
required to retain specific evidence to demonstrate compliance. Forinstances
where the evidence retention period specified below is shorter than the time
since the last audit, the CEA may ask an entity to provide other evidence to show
that it was compliant for the full time period since the last audit.

The Responsible Entity shall keep data or evidence to show compliance as
identified below unless directed by its CEA to retain specific evidence for a longer
period of time as part of an investigation:

e Each Responsible Entity shall retain evidence of each requirement in this
standard for three calendar years.

e If a Responsible Entity is found non-compliant, it shall keep information
related to the non-compliance until mitigation is complete and approved, or
for the time specified above, whichever is longer.

e The CEA shall keep the last audit records, and all requested and submitted
subsequent audit records.

1.3. Compliance Monitoring and Enforcement Program: As defined in the NERC
Rules of Procedure, “Compliance Monitoring and Enforcement Program” refers
to the identification of the processes that will be used to evaluate data or
information for the purpose of assessing performance or outcomes with the
associated Reliability Standard.

Page 6 of 9
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CIP-015-1 - Internal Network Security Monitoring

Version History

Change

Version

Tracking

1 5/9/2024 Approved by the NERC Board of
Trustees.
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Exhibit B
List of Currently Effective NERC Reliability Standards



List of Currently Effective NERC Reliability Standards

BAL-001-2

Real Power Balancing Control Performance

BAL-001-TRE-2

Primary Frequency Response in the ERCOT
Region

BAL-002-3 Disturbance Control Standard — Contingency
Reserve for Recovery from a Balancing
Contingency Event

BAL-002- Contingency Reserve

WECC-3

BAL-003-2 Frequency Response and Frequency Bias Setting

BAL-004- Automatic Time Error Correction

WECC-3

BAL-005-1 Balancing Authority Control

BAL-502-RF-03

Planning Resource Adequacy Analysis,
Assessment and Documentation

CIP-002-5.1a Cyber Security — BES Cyber System
Categorization

CIP-003-8 Cyber Security — Security Management
Controls

CIP-004-7 Cyber Security — Personnel & Training

CIP-005-7 Cyber Security — Electronic Security
Perimeter(s)

CIP-006-6 Cyber Security — Physical Security of BES
Cyber Systems

CIP-007-6 Cyber Security — System Security Management

CIP-008-6 Cyber Security — Incident Reporting and
Response Planning

CIP-009-6 Cyber Security — Recovery Plans for BES
Cyber Systems

CIP-010-4 Cyber Security — Configuration Change
Management and Vulnerability Assessments

CIP-011-3 Cyber Security — Information Protection

CIP-012-1 Cyber Security — Communications between
Control Centers

CIP-013-2 Cyber Security - Supply Chain Risk
Management

CIP-014-3 Physical Security

COM-001-3

Communications



https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-001-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-001-TRE-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-002-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-002-WECC-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-002-WECC-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-003-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-004-WECC-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-004-WECC-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-005-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/BAL-502-RF-03.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-002-5.1a.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-003-8.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-004-7.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-005-7.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-006-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-007-6.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-008-6.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-009-6.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-010-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-011-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-013-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-014-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/COM-001-3.pdf

COM-002-4 Operating Personnel Communications Protocols

EOP-004-4 Event Reporting

EOP-005-3 System Restoration from Blackstart Resources

EOP-006-3 System Restoration Coordination

EOP-008-2 Loss of Control Center Functionality

EOP-010-1 Geomagnetic Disturbance Operations

EOP-011-4 Emergency Operations

EOP-012-2 Extreme Cold Weather Preparedness and
Operations

FAC-001-4 Facility Interconnection Requirements

FAC-002-4 Facility Interconnection Studies

FAC-003-5 Transmission Vegetation Management

FAC-008-5 Facility Ratings

FAC-011-4 System Operating Limits Methodology for the
Operations Horizon

FAC-014-3 Establish and Communicate System Operating
Limits

FAC-501- Transmission Maintenance

WECC-4

INT-006-5 Evaluation of Interchange Transactions

INT-009-3 Implementation of Interchange

IRO-001-4 Reliability Coordination — Responsibilities

[RO-002-7 Reliability Coordination — Monitoring and
Analysis

[RO-006-5 Reliability Coordination — Transmission

Loading Relief (TLR)

[RO-006-EAST-

Transmission Loading Relief Procedure for the

2 Eastern Interconnection

IRO-006- Qualified Path Unscheduled Flow (USF) Relief

WECC-3

IRO-008-3 Reliability Coordinator Operational Analyses
and Real-time Assessments

IRO-009-2 Reliability Coordinator Actions to Operate

Within IROLs



http://www.nerc.com/pa/Stand/Reliability%20Standards/COM-002-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-004-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-005-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-006-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-008-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-010-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-011-4.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-012-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-001-4.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-002-4.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-003-5.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-008-5.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-011-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-014-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-501-WECC-4.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/FAC-501-WECC-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/INT-006-5.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/INT-009-3.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-001-4.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-002-7.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-006-5.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-006-EAST-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-006-EAST-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-006-WECC-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-006-WECC-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-008-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-009-2.pdf

IRO-010-5 Reliability Coordinator Data and information
Specification and Collection

[RO-014-3 Coordination Among Reliability Coordinators

[RO-017-1 Outage Coordination

IRO-018-1(1) Reliability Coordinator Real-time Reliability
Monitoring and Analysis Capabilities

MOD-025-2 Verification and Data Reporting of Generator
Real and Reactive Power Capability and
Synchronous Condenser Reactive Power
Capability

MOD-026-1 Verification of Models and Data for Generator
Excitation Control System or Plant Volt/Var
Control Functions

MOD-027-1 Verification of Models and Data for
Turbine/Governor and Load Control or Active
Power/Frequency Control Functions

MOD-031-3 Demand and Energy Data

MOD-032-1 Data for Power System Modeling and Analysis

MOD-033-2 Steady-State and Dynamic System Model
Validation

NUC-001-4 Nuclear Plant Interface Coordination

PER-003-2 Operating Personnel Credentials

PER-005-2 Operations Personnel Training

PER-006-1 Specific Training for Personnel

PRC-002-5 Disturbance Monitoring and Reporting
Requirements

PRC-004-6 Protection System Misoperation Identification
and Correction

PRC-005-1.1b Transmission and Generation Protection System
Maintenance and Testing

PRC-005-6 Protection System, Automatic Reclosing, and
Sudden Pressure Relaying Maintenance

PRC-006-5 Automatic Underfrequency Load Shedding

PRC-006- Automatic Underfrequency Load Shedding

NPCC-2

PRC-006-SERC-

03

Automatic Underfrequency Load Shedding
Requirements



https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-010-5.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-014-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-017-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/IRO-018-1(i).pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-025-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-026-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-027-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-031-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-032-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/MOD-033-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/NUC-001-4.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PER-003-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PER-005-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PER-006-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-002-5.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-004-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-005-1.1b.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-005-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-006-5.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-006-NPCC-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-006-NPCC-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-006-SERC-03.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-006-SERC-03.pdf

PRC-008-0 Implementation and Documentation of
Underfrequency Load Shedding Equipment
Maintenance Program

PRC-010-2 Undervoltage Load Shedding

PRC-011-0 Undervoltage Load Shedding System
Maintenance and Testing

PRC-012-2 Remedial Action Schemes

PRC-017-1 Remedial Action Scheme Maintenance and
Testing

PRC-019-2 Coordination of Generating Unit or Plant
Capabilities, Voltage Regulating Controls, and
Protection

PRC-023-6 Transmission Relay Loadability

PRC-024-3 Frequency and Voltage Protection Settings for
Generating Resources

PRC-025-2 Generator Relay Loadability

PRC-026-2 Relay Performance During Stable Power Swings

PRC-027-1 Coordination of Protection Systems for
Performance During Faults

PRC-028-1 Disturbance Monitoring and Reporting
Requirements for Inverter-Based Resources

TOP-001-6 Transmission Operations

TOP-002-4 Operations Planning

TOP-003-6.1 Transmission Operator and Balancing Authority
Data and Information Specification and
Collection

TOP-010-1(1) Real-time Reliability Monitoring and Analysis
Capabilities

TPL-001-5.1 Transmission System Planning Performance
Requirements

TPL-007-4 Transmission System Planned Performance for
Geomagnetic Disturbance Events

VAR-001-5 Voltage and Reactive Control

VAR-002-4.1 Generator Operation for Maintaining Network
Voltage Schedules

VAR-501- Power System Stabilizer (PSS)

WECC-4



https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-008-0.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-010-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-011-0.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-012-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-017-1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-019-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-023-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-024-3.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-025-2.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-026-2.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-027-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/PRC-028-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-001-6.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-002-4.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-003-6.1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/TOP-010-1(i).pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/TPL-001-5.1.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/tpl-007-4.PDF
https://www.nerc.com/pa/Stand/Reliability%20Standards/VAR-001-5.pdf
http://www.nerc.com/pa/Stand/Reliability%20Standards/VAR-002-4.1.pdf
https://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/VAR-501-WECC-4_PSS_Info_Filing_Attachment_C_WSC_Approved_08162023.pdf
https://www.nerc.com/pa/Stand/RegionalReliabilityStandardsUnder%20Development/VAR-501-WECC-4_PSS_Info_Filing_Attachment_C_WSC_Approved_08162023.pdf

Exhibit C
Updated Glossary of Terms Used in NERC Reliability Standards



Glossary of Terms Used in NERC Reliability Standards
Updated July 10, 2025

This Glossary lists each term that was defined for use in one or more of NERC’s continent-wide or Regional
Reliability Standards and adopted by the NERC Board of Trustees from February 8, 2005 through July 10,
2025

This reference is divided into the following sections:

Subject to Enforcement

Pending Enforcement
Filed and Pending Regulatory Approval

Retired Terms
Regional Definitions
e NPCC

o ReliabilityFirst
o Texas RE

e WECC
Change History

The first three sections identify all terms that have been adopted by the NERC Board of Trustees for use in
continent-wide standards; the Regional definitions section identifies all terms that have been adopted by the
NERC Board of Trustees for use in regional standards.

Most of the terms identified in this glossary were adopted as part of the development of NERC's initial set of
reliability standards, called the “Version 0” standards. Subsequent to the development of Version 0 standards,
new definitions have been developed and approved per NERC’s Reliability Standards Development Process, and
added to this glossary following board adoption, FERC filing, and final Order approving the definition.

Any comments regarding this glossary should be reported to the NERC Help Desk. Select "Standards" from the
“Service” drop-down menu and "Other" from the Standards Subcategory drop-down menu.
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Change History

Date Action
7/10/2025 Corrected: Reporting ACE definition
Moved: All 2022-01 terms to Subject to Enforcement and Retired Terms to appropriate section
4/10/2025 Added: Generator Cold Weather Constraint to Filed and Pending Regulatory Approval
2/26/2025 Added: Control Center and Ride-through to Filed and Pending Regulatory Approval

Moved: Energy Reliability Assessment, Extreme Temperature Assessment, and Near-term Energy
Reliability Assessment to Pending Enforcement

1/7/2025 Added: Extreme Temperature Assessment, Energy Reliability Assessment, and Near-term Energy
Reliability Assessment to Filed and Pending Regulatory Approval
Moved: Inverter-Based Resource to Pending Enforcement

11/4/2024 Added: Inverter-Based Resource to Filed and Pending Regulatory Approval

11/4/2024 Moved: EOP-012-2 terms (Generator Cold Weather Critical Component, Fixed Fuel Supply Component,
Generator Cold Weather Reliability Event, Generator Cold Weather Constraint) to Subject to
Enforcement

8/27/2024 Added “Filed and Pending Regulatory Approval” Category and 2016-02 CIP Virtualization Terms

7/22/2024 Updated EOP-012-2 terms (Generator Cold Weather Critical Component, Fixed Fuel Supply Component,
Generator Cold Weather Reliability Event, Generator Cold Weather Constraint) to Pending Enforcement

5/7/2024 Updated ACE Definition to Pending Enforcement 7/1/2024

4/1/2024 Moved; to Subject to Enforcement Tab: System Voltage Limit, System Operating Limit

12/1/2023 Added; Actual Frequency to Subject to Enforcement Tab

3/8/2023 Updated Effective Date to 10/1/2024 for: 1 Generator Cold Weather Critical Component 2 Extreme Cold
Weather Temperature 3 Generator Cold Weather Reliability Event

12/21/2022 Updated; Generator Cold Weather Critical Component, Extreme Cold Weather Temperature, Generator
Cold Weather Reliability Event

12/2/2022 Updated; Automatic Time Error Correction (ATEC)

3/29/2022 Added to Pending Enforcement System Voltage Limit and System Operating Limit

4/2/2021 Retired; moved to the Retired Terms Tab: Reportable Cyber Security Incident

3/31/2021 Retired; moved to the Retired Terms tab:

3/15/2021 Moved; to Subject to Enforcement Tab

Operational Planning Analysis (OPA)
Protections System Coordination Study 3 Real-time Assessment (RTA)

1/4/2021 Effective; moved to Subject to Enforcement Tab: Cyber Security Incident
1/4/2021 Retired; moved to the Retired Terms Tab: Cyber Security Incident
10/8/2020 Retired; moved to the Retired Terms tab.

Automatic Generation Control
Balancing Authority

3 Pseudo-Tie

5/29/2020 Updated effective date for Operational Planning Analysis (OPA), Protections System Coordination Study
and Real-time Assessment (RTA) to 4/21/2021 per FERC/s April 17th Order extending effective dates due
to COVID-19

2/24/2020 Added inactive Date to Qualified Transfer Path Curtailment Event, Contributing Schedule, Qualified

Controllable Device, Relief Requirement

and Transfer Distribution Factor




Change History

Date Action

1/2/2020 Effective; moved to the Subject to Enforcement tab:
Definition of Transient Cyber Asset (TCA) 2 Definition of Removable Media

Retired; moved to the Retired Terms tab.

1/2/2020 Low Impact BES Cyber System Electronic Access Point (LEAP)
Low Impact External Routable Connectivity (LERC)

Transient Cyber Asset (TCA) 4 Removable Media

8/12/2019 IAdded revised definitions of Cyber Security Incident and Reportable Cyber Security Incident to the
Pending Enforcement tab.

5/10/2019 IAdded Inactive Date to Qualified Transfer Path. Added Qualified Path definition and Effective Date

3/8/2019 Moved "Automatic Generation Control " "Balancing Authority" and "Pseudo-tie" to Subject to
Enforcement tab

7/3/2018 Updated effective date for Operational Planning Analysis (OPA), Protections System Coordination Study
and Real-time Assessment (RTA).

6/12/2018 Added revised definitions of Transient Cyber Asset and Removable Media to the Pending Enforcement
tab.

1/31/2018 Fixed truncated definition for Texas RE term Primary Frequency Response

1/2/2018 Moved to Subject to Enforcement: Balancing Contingency Event; Contingency Event Recovery Period;

Contingency Reserve; Contingency Reserve Restoration Period; Most Severe Single Contingency; Pre-
Reporting Contingency Event ACE Value; Reportable Balancing

Contingency Event; Reserve Sharing Group Reporting ACE
Moved to Retired tab: Contingency Reserve; Reserve Sharing Group Reporting ACE

10/6/2017 Added the Effective date of Automatic Generation Control Pseudo-Tie and Balancing Authority

8/1/2017 Moved to Subject to Enforcement: Reporting Ace, Actual Frequency, Actual Net Interchange, Schedule
Net Interchange, Interchange Meter Error Automatic Time Error Correction

7/24/2017 Updated project link for definitions related to Project 2014-02, board adopted 2/12/15.

7/14/2017 Updated project link to Remedial Action Scheme with an effective date of 4/1/17; Removeable Media link
to project 2014-02.

7/3/2017 Moved 'Geomagnetic Disturbance Vulnerability Assessment or GMD Vulnerability Assessment' to Subject
to Enforcement

6/15/2017 Readded 'Governor' and 'Primary Frequency Response' to Texas RE

4/4/2017 Moved to Subject to Enforcement: Energy Emergency, Remedial Action Scheme, Special Protection
System and Under3 Voltage Load Shedding Program Moved terms inactive 3/31/17 to Retired tab

3/16/2017 Removed Pending Inactive tab; not necessary

3/10/2017 Added Pending Inactive tab

2/7/2017 Added Effective Dates for: Balancing Contingency Event, Most Severe Single Contingency (MSSC),

Reportable Balancing Contingency Event, Contingency Event Recovery Period, Contingency Reserve
Restoration Period, Pre-Reporting Contingency Event ACE Value, Reserve Sharing Group Reporting ACE
Contingency Reserve

1/25/2017 Removed WECC terms 'Non-Spinning Reserve' and 'Spinning Reserve' per FERC Order No 789 Docket No
RM13-13-000
1/6/2017 Moved the following terms from Pending Enforcement to Subject to Enforcement: Operational Planning

Analysis, Real-time Assessment (Revised Definition)




Change History

Date Action
1/5/2017 Formatting of Glossary of Terms updated.
12/12/16 Updated: 'Adverse Reliability Impact' from Pending to Retired. NERC withdrew the related petition
3/18/2015
11/28/16 Updated ReliabilityFirst - Wind Generating Station term to inactive
9/28/16 Updated CIP v 5 standards effective date from 4/1/2016 to 7/1/2016 per FERC Order 822
8/17/16 Board Adopted: Operational Planning Analysis and Real-time Assessment
7/13/16 Updated color coding of terms retired 6/30/2016 based on the terms becoming effective 7/1/2016.
6/24/16 FERC approved: Actual Frequency Actual Net Interchange Scheduled Net

Interchange (NIS), Interchange Meter Error (IME), and Automatic Time Error Correction (ATEC)

Reporting ACE: status updated

6/21/16 Correction: Reserve Sharing Group Reporting ACE, and Contingency Reserve changed to 11/5/2015 Board
adoption date status

4/1/16 Effective: BES Cyber Asset, BES Cyber System, BES Cyber System Information, CIP Exceptional
Circumstance, CIP Senior Manager, Cyber Assets, Cyber Security Incident, Dial-up Connectivity, Electronic
IAccess Control or Monitoring Systems, Electronic Access Point, Electronic Security Perimeter, External
Routable Connectivity, Interactive Remote Access, Intermediate System, Physical Access Control Systems,

Physical Security Perimeter

3/31/16 Inactive: Critical Assets, Critical Cyber Assets, Cyber Assets, Cyber Security Incident, Electronic Security
Perimeter, Physical Security

Perimeter
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