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Request IR-1: 1 

 2 

In response to the Board’s IR-13 and IR-14 (Exhibit N-4), the utility provided the following 3 

response:  4 

 5 

(d) …When NS Power lost the ability to communicate with that 6 
network through the cyber incident, the estimation logic reverted to a 7 
contingency CIS subroutine which uses seasonal logic. When a bill read 8 
is missing, CIS estimates a reading using the average usage per day at 9 
the specific property on bills in the last 12 months that are considered 10 
in the same season.  11 
 12 
(e) …While using average seasonal usage can protect customers 13 
from volatility in billing within a season, months on either side of the 14 
CIS seasonal change-over (April to May, October to 4 November) can 15 
be susceptible to larger swings and variances to true usage since the bill 16 
date determines the season used for the calculation. Year-over-year 17 
changes in temperature can further exacerbate or mitigate these 18 
shoulder-season variances.  19 
 20 
NS Power has access to historical billing data, including the true meter 21 
reads used for those 16 bills. The CIS system uses this data to inform 22 
the estimation subroutine described above.  23 

 24 

(a) While removing all confidential information, please provide energy bills issued for 25 

two randomly selected customers during the CIS seasonal change over periods (April 26 

to May and October to November) that were generated using the CIS subroutine 27 

during the cybersecurity incident. Along with the issued bills, please include all input 28 

data with timestamps that were used, as well as the CIS routine output, in an Excel 29 

sheet with all formulas intact. In addition, please provide an explanation of how the 30 

two customers were selected. 31 

 32 

(b) Please provide the energy bills based on actual meter readings for the same location 33 

and the same billing period from one year earlier. 34 
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(c) Is the CIS subroutine developed internally, or is it owned by a third party service 1 

provider?  2 

 3 

(i) If it is owned by a third party service provider, what is the estimated annual 4 

cost to use it? 5 

 6 

(d) How was the CIS subroutine model trained, and how many predictor inputs 7 

(independent variables) were used for training (e.g., weather, holidays, etc.)? 8 

 9 

(i) Please provide the list of predictor inputs, if applicable.  10 

 11 

(e) Was this routine validated or tested before it was approved for use?  12 

 13 

(i) If yes, please provide a copy of the validation report.  14 

 15 

(ii) If not, why was it not qualified before being approved for usage?  16 

 17 

(f) Since the utility determined that the routine was producing higher bill estimates, has 18 

the utility back tested the model on billing periods using actual meter reads and 19 

tracked metrics such as mean error, mean absolute error, and any systematic over  or 20 

under estimation?  21 

 22 

(i) If not, please explain why.   23 

 24 

(ii) If yes, please provide the analysis report. 25 

  26 
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Response IR-1: 1 

 2 

(a) The requested bill samples are shown below.  The data inputs and calculations for each bill 3 

sample are included.   4 

 5 

The samples were selected by using a random number generator to identify account 6 

numbers.  The accounts were to have billed on different bill cycles.  The accounts were to 7 

have had bills in the period of April 2025 to May 2025  as well as October 2025 to 8 

November 2025.  To facilitate the response to IR-1(b), the accounts were also to have had 9 

bills in the same periods in 2024.  10 

 11 

The data inputs to the estimation subroutine are limited to two data points on specific  12 

historical bills:  total usage (kWhs) within the bill period and days of the period.  When a 13 

bill read is missing, the Customer Information System (CIS) estimates a reading using the 14 

average usage per day at the specific property on bills in the last 12 months that are 15 

considered in the same season.  The legacy CIS does not use a trainable model and is not 16 

capable of machine learning. 17 

 18 
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 1 
 2 

 3 
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 1 
 2 

(b) Below are the samples requested for the same customer accounts in response IR-1(a), 3 

for the same bill periods in 2024. 4 
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 2 
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 1 

(c) The CIS estimation subroutine was part of the original product implementation in 1997.   2 

Any changes require custom development by a third-party contractor. 3 

 4 

(d) The CIS estimation subroutine is not trainable.  The legacy CIS was implemented in 5 

1997.  It is not capable of machine learning.   6 

 7 
(e) The CIS estimation subroutine has been functioning since 1997.  Prior to the 8 

implementation of AMI, it was the primary method of estimating bills when meter 9 

readings could not be physically obtained.  Since the implementation of AMI, and pre-10 

cyber incident, it has functioned on occasions when meter readings could not be 11 

obtained for legacy (non-AMI) meters or opt-out customers. 12 

 13 

(f) There is no machine learning model in the legacy CIS.  It is not software that is capable 14 

of learned functions or trained algorithms.  The CIS estimation subroutine worked as 15 

designed.  It looks at defined historical bill data and uses a static calculation.  The 16 

legacy CIS estimates a reading using the average usage per day at the specific property 17 

on bills in the last 12 months that are considered in the same season. 18 

REDACTED (CONFIDENTIAL INFORMATION REMOVED)  



Minister of Energy – Accountability for Nova Scotia Power (NSEB M12600) 
NSPI Responses to NSEB Information Requests 

 
NON-CONFIDENTIAL  

 
 
Date Filed: May 6, 2026 NSPI (NSEB) IR-2 Page 1 of 4 

Request IR-2: 1 

 2 

(a) How does the CIS subroutine work for a customer with net-metering?  3 

 4 

(b) Why did the utility not consider providing estimated credits for customers with net 5 

metering?  6 

 7 

(c) How many net metering customers does the utility currently have? 8 

 9 

(d) For all net metering customers, when did the utility stop providing credits, and when 10 

did it resume issuing them?  11 

 12 

(e) Please provide the monthly number of net metering customers, to date, who have and 13 

have not received any credits since the cybersecurity incident was discovered in April 14 

2025. 15 

 16 

(f) Are net metering customer bills reconciled with interest if the credits are held longer 17 

than expected? 18 

 19 

(g) What steps has the utility currently taken to provide estimated credits in cases where 20 

it is issuing estimated energy bills? 21 

 22 

(h) Were there active net metering customers in 2025 receiving estimated bills? 23 

 24 

(i) Did the net metering customer bills include estimated or actual readings from 25 

their solar panel/wind/hydro/other resources? 26 

 27 

(ii) Are net metering customers able to validate NS Power’s kWh for 2025 on NS 28 

Power’s customer information system? 29 

 30 
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Response IR-2: 1 

 2 

(a) For net metering accounts, the CIS estimation routine estimates the consumption only.  3 

Generation is set to zero when a net metering account is estimated. 4 

 5 

(b) There is/was no CIS estimation routine for generation.  Developing and deploying a new 6 

estimation routine was not considered at the time of the cybersecurity incident.  NS Power 7 

hired meter readers to obtain generation information from customers as illustrated in the 8 

response to (e).  Developing estimation logic for generation would have too many factors 9 

for NS Power to control, such as weather (i.e., sunny vs. cloudy weather which can vastly 10 

vary by customer).   11 

 12 

(c) As of 31 December 2025, there are 13,152 customers participating in a net metering 13 

program. 14 

 15 

(d) There was no specific date when credits were stopped or started.  NS Power began 16 

manually meter reading net metering customers in early July 2025 with the number of 17 

estimations for this customer group at 27 percent.  Going forward estimation rates for net 18 

metering customers declined to 1 percent and stayed there until the MDM reads were 19 

restored. 20 

 21 

(e)     22 

 23 
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 1 
(f) NS Power does not provide estimated credits for generation on net metering invoices.  2 

There is a true up mechanism that happens when a actual read for generation is obtained 3 

and the customers receive full credit for generation at that time. No. If credits are held 4 

longer than expected, customer bills are not reconciled with interest. 5 

 6 

(g) Yes, some net meter customers received estimated bills for consumption and zero kwh for 7 

generation. 8 

 9 

(i) When net metering customers received an estimated bill it was only estimated for 10 

the consumption portion of the bill.  The generation was assumed to be zero at the 11 

time of the estimated bill.  Once a true read was obtained from the meter, both the 12 

consumption and generation were trued up. 13 
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(ii) Customers can call into NS Power and receive information on both their 1 

consumption and generation on their meter from the end of December 2025 when 2 

communication with the meters was established. 3 
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Request IR-3: 1 

 2 

Please refer to the Net Metering 2025 Annual Report (Matter M12783) 3 

 4 

At pages 7-8, the Report states:  5 

 6 

Please note that, due to the cyber incident, NS Power is still in the 7 
process of recovering information on changes (e.g. system retirements, 8 
capacity changes, program migrations) that have occurred to active 9 
participants (those customers participating in net metering prior to 10 
January 1, 26 2025). Upon recovery of this data and confirmation of 11 
any changes, the information provided within ‘Total Active Customers’ 12 
is subject to change in the 2026 Report. If changes have occurred 13 
during the reporting period, NS Power will clearly identify these 14 
changes in the 2026 Report. 15 

 16 

The 2025 report includes Table 1 (Summary of Net Metering Results for the Period ending 17 

December 31, 2025) and Table 2 (Annual Average Nameplate Capacity for the Past Five 18 

Years) 19 

 20 

Appendix A provides the source, size, location, feeder, and application of aggregation for 21 

each customer, as well as additional analysis and discussion with respect to the number of 22 

installations by resource, locational clustering, amount of sales reductions, amounts paid to 23 

customers, and trends. 24 

 25 

In response to a directive in the Board’s decision letter from the 2024 Annual Report, NS 26 

Power filed Appendices B, C and D, described at page 6 of the 2025 Annual Report: 27 

 28 

In response to NSEB IR-3 part (a), Appendix B contains the source data 29 
for payouts for the reporting years 2011-2019 and 2025. As a result of 30 
the cyber incident, NS Power was unable to recover the source data for 31 
the payout tables for 2020-2024. 32 
 33 
In response to NSEB IR-3 part (b), Appendix C provides the Board 34 
with the payout amounts to all customers expressed on a $/kWh basis 35 
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relative to estimated annual generation for all active customers 1 
between 2015 and 2024. 2 
 3 
The Company has also included, as Appendix D, a Legacy Net Metering 4 
payout analysis report that examines the change in excess banked 5 
energy payouts between 2023 and 2024, along with the key drivers 6 
behind that change. 7 

 8 

(a) Please confirm whether the data set out in Table 1 and Table 2 of the 2025 Annual 9 

Report, and Appendix A, is actual data or estimated data. If some of the data is 10 

estimated, please confirm which data. 11 

 12 

(b) If confirmed that some of the data referenced in subsection a) for 2025 is estimated, 13 

please explain how the estimates were carried out and whether the actual source data 14 

will be recovered in the future. If so, when? 15 

 16 

(c) Please confirm whether the data set out in Appendix B is actual data or estimated 17 

data. 18 

 19 

(d) If confirmed that some of the data referenced in Appendix B is estimated, please 20 

explain how the estimates were carried out and whether the actual source data will 21 

be recovered in the future. If so, when? 22 

 23 

(e) If the cyber incident occurred in 2025, why is the data from 2020-2024 unavailable 24 

but the data prior to that is available? 25 

 26 

(f) While the directive and NS Power’s response in subsection c) and d) related to the 27 

2024 Annual Report, is the 2025 data available? If not, will it be recoverable in the 28 

future? If so, when? 29 

 30 

(g) Please confirm whether the data set out in Appendix C is actual data or estimated 31 

data. 32 
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(h) If confirmed that some of the data referenced in Appendix C is estimated, please 1 

explain how the estimates were carried out and whether the actual source data will 2 

be recovered in the future. If so, when? 3 

 4 

(i) While the directive and NS Power’s response in subsection g) and h) related to the 5 

2024 Annual Report, is the 2025 data available? If not, will it be recoverable in the 6 

future? If so, when? 7 

 8 

Response IR-3: 9 

 10 

(a) The data set out in Table 1, Table 2, and Appendix A are reflective of actuals. Table 1 11 

summarizes the results between 2024 and 2025 reporting years. The values included under 12 

column “Totals” for rows labeled “Legacy net metering and self-generating customers,” 13 

“Net metering customers applying aggregation,” and “Total rated generation capacity 14 

installed (kWac),” are actuals as of December 31, 2025; however, this does not consider 15 

any changes (e.g. system retirements, capacity changes, program migrations) that may have 16 

occurred in 2025 for existing participants.1 The $2,565,838 figure included under column 17 

“Totals” and row labeled “Payout for excess banked generation to customers on 18 

anniversary date” is reflective of actuals.  19 

 20 

The data set out in Appendix A details 2025 and program to-date results; however, and 21 

similar to the figures in Table 1, the “Total Active Customers” does not consider any 22 

changes (e.g. system retirements, capacity changes, program migrations) that may have 23 

occurred in 2025 for existing participants (i.e. those participating prior to January 1, 2025). 24 

 25 
(b) Not applicable.  26 

 27 

 
1 As reported on page 7, changes (e.g. system retirements, capacity changes, program migrations) that may have 
occurred for “active customers” (i.e. those participating prior to January 1, 2025) in the reporting period may not be 
reflected in Table 1 or Appendix A. Figures for new participants during the reporting period are incorporated in Table 
1 and Appendix A. 
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(c) The data set out in Appendix B is reflective of actuals and has not been estimated with 1 

exception to the previously established method of estimating generation based on 2 

nameplate capacity and average capacity factor which is also used to estimate the annual 3 

energy displaced by net metering customers 4 

 5 

(d) Not applicable. 6 

 7 

(e) The data from 2020-2024 in unavailable as the structure of NS Power’s internal reporting 8 

process was changed in 2020 to allow this information to be obtained through an ad-hoc 9 

report (snapshot in time) from the Company’s Customer Information System. As a result, 10 

these reports were run and then summarized for inclusion in the Net Metering Reports for 11 

those respective years. NS Power was unable to recover the original detailed reports for the 12 

2020-2024 reporting years and, based on the ad-hoc/snapshot in time reporting structure, 13 

cannot recreate these reports. 14 

 15 

(f) The source data for payouts for the 2025 reporting year was provided in Appendix B of the 16 

2025 Annual Report. 17 

 18 

(g) The data set out in Appendix C is reflective of actuals and has not been estimated. 19 

 20 

(h) Not applicable. 21 

 22 

(i) As the directive related to the 2024 Annual Report, NS Power did not include this 23 

information in its 2025 Annual Report. The figure below provides the payout amounts to 24 

all customers expressed on a $/kWh basis relative to estimated annual generation for all 25 

active customers, updated to include 2025. 26 
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 1 
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 2 

Please refer to the Net Metering 2025 Annual Report (Matter M12783) - Table 1 (Summary 3 

of Net Metering Results for the Period ending December 31, 2025). 4 

 5 

(a) Table 1 includes data relating to “Payout for excess banked generation to customers 6 

on anniversary date”. If any of the data in Table 1 is estimated and actual data 7 

subsequently changes the amount owing to, or from, customers, how does NS Power 8 

intend to deal with such variances? 9 

 10 

Response IR-4: 11 

 12 

(a) The values included in Table 1 labeled “Payout for excess banked generation to customers 13 

on anniversary date” have not been estimated and are based on actuals. 14 
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 2 

(a) Is the source data to be complied for the Net Metering 2026 Annual Report able to be 3 

accurately measured or collected, or must the data still be estimated? 4 

 5 

(b) If the data for the 2026 Annual Report is still being estimated, please confirm whether 6 

the actual source data will be recovered in the future. If so, when? 7 

 8 

Response IR-5: 9 

 10 

(a-b)  The source data to be complied for the 2026 Net Metering Annual Report is accurately 11 

being measured and collected.   12 
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Request IR-6: 1 

 2 

Please refer to the Commercial Net Metering Program (CNMP) 2025 Annual Report, 3 

including Appendix A (Matter M12782) 4 

 5 

(a) Please confirm that the data contained in the report (including in Appendix A) is 6 

actual data and it is not estimated. 7 

 8 

(b) If confirmed that some of the 2025 data is estimated, please explain how the estimates 9 

were carried out and whether the actual source data will be recovered in the future. 10 

If so, when? 11 

 12 

(c) If any of the data in the CNMP 2025 Annual Report is estimated and actual data 13 

subsequently changes the amount owing to, or from, customers, how does NS Power 14 

intend to deal with such variances? 15 

 16 

Response IR-6: 17 

 18 

(a) The data provided within the 2025 Commercial Net Metering Program Annual report and 19 

included Appendix A are based on actuals and have not been estimated. 20 

 21 

(b) N/A 22 

 23 

(c) N/A 24 
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 2 

On page 2 of Monthly Update #7, it is noted that the number of customer bills requiring 3 

estimation has returned to normal levels, at around 2% percent or less. In response to IR 4 

14(c), the utility provided a table indicating that the pre cyber incident percentage of 5 

estimated bills was 0.54%.   6 

 7 

(a) When does the utility expect to return to the pre cyber incident percentage level for 8 

bill estimating? 9 

 10 

(b) How many bills were issued after the utility determined that meter connections to its 11 

billing system have been restored to date. Please provide a breakdown of the Bills 12 

issued based on customer class, number of bills that were based on actual reads and 13 

number of bills that were estimated. 14 

 15 

Response IR-7: 16 

 17 

(a) With normal levels of estimated bills being 2% or less, NS Power will see a return to that 18 

level in April with 1.44% of bills estimated.   19 

 20 

(b) Below, is the breakdown of bills issued since meter connections to the billing system were 21 

restored as of March 31, 2026.  22 

 23 

Customer Class Bills Estimates % 
Domestic                  303,354                    4,246  1.40% 
Commercial                     30,492                       687  2.25% 
Industrial                       1,870                          43  2.30% 
Other                       9,076                            2  0.02% 
April Total                  344,792                    4,978  1.44% 

 24 
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Request IR-8: 1 

 2 

On page 2 of Attachment 3, the utility provides a restoration roadmap. Under the Customer 3 

section, please provide a work breakdown structure of each task, along with any identified 4 

risks. 5 

 6 

Response IR-8: 7 

 8 

The Work Breakdown for each restoration workstream is below.   9 

 10 

Project: MyAccount Restoration 11 

 12 
 13 

Project: AMI Headend System (HES) Restoration 14 

 15 
  16 
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Project: ADMS Resiliency Restoration 1 

 2 
 3 

Project: MV90 Restoration 4 

 5 
 6 

Project: Grid Model Management Restoration 7 

 8 
 9 

Project: OpenView / ActiVu Restoration 10 

 11 
 12 

The identified risks are similar across all workstreams: 13 

 14 

• Risk of external vendors and service providers to meet target dates. 15 

 16 

• Risk of a critical issue with enabling technical infrastructure that affects overall restoration 17 

timeline. 18 
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• Risk of a critical operational priority that requires restoration work to pause if key resources 1 

are temporarily reallocated.  2 
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Request IR-9: 1 

 2 

Please provide specific and detailed information addressing whether all or any part of the 3 

information about current NS Power customers was available in NS Power’s systems to be 4 

stolen in the cyber attack in circumstances when: 5 

  6 

(a) That information should not have been collected in the first place based on NS 7 

Power’s data collection and retention policies. 8 

 9 

(b) That information should have been destroyed based on NS Power’s data collection 10 

and retention policies. 11 

 12 

(c) That information was collected contrary to any provincial or federal statute or 13 

regulation. 14 

 15 

(d) That information had not been destroyed, contrary to any provincial or federal 16 

statute or regulation. 17 

 18 

Response IR-9: 19 

 20 

(a) As set out in Section 5 of the Incident Report filed with the NSEB on December 22, 2025 21 

(Incident Report), at the time of the Incident, NS Power had formally documented its 22 

approach to privacy compliance through an established and robust suite of written privacy 23 

policies, procedures, and related documentation. That framework was designed to align 24 

with the company's obligations under the federal Personal Information Protection and 25 

Electronic Documents Act (PIPEDA), which governs NS Power’s collection, use, and 26 

disclosure of customer information, as well as evolving regulatory expectations and 27 

industry standards relating to the processing of personal information. A copy of the key 28 

policies, standards, and guidelines under this framework at the time of the Incident have 29 

been provided as listed in the table below:  30 
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Relevant Privacy Policies, Procedures and Standards Adopted by NS Power:  1 

 2 
Attachment  Policy/Procedure/Guidelines 3 

1- CONF  NSPI Privacy and Personal Information Protection Policy 4 

2-CONF  Collection of Personal Information Procedures 5 

3-CONF  NSPI Procedure for Addressing Privacy Complaints 6 

4- CONF  NSPI Access to Personal Information Procedure 7 

5-CONF  NSPI Procedures for Sharing Personal Information by Email 8 

6-CONF  NSPI Privacy Breach Response Procedures 9 

7-CONF  NSPI Privacy Incident Reporting Procedures 10 

8-BCONF NSPI Cyber Incident Readiness and Response Protocol (Board 11 

Confidential) 12 

9-CONF  Information Management Policy  13 

10-CONF  Records Management Standard 14 

11-CONF  Privacy Impact Assessments Template/Questionnaire 15 

12-CONF  NSPI Privacy Training Guideline 16 

13-NONCONF NSPI Customer Privacy Policy 17 

 18 
 19 

To its knowledge, and based on reasonable inquiry, NS Power collected the personal 20 

information of its current and former customers in compliance with all applicable privacy 21 

legislation, including PIPEDA, and all other applicable law. Information about customers 22 

(both former and current) is collected in accordance with NS Power’s public customer 23 

Privacy Policy (attached as Attachment 13), which sets out its practices in relation to the 24 

processing of personal information and which was made (and remains) readily available to 25 

customers and reflects the substance of NS Power’s obligations under Schedule 1 of 26 

PIPEDA. 27 

 28 

NS Power also engages in regular training for those employees who process personal 29 

information of customers and employees as part of their roles, in line with the guidelines 30 
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set out as Confidential Attachment 12. A sample of those materials have been provided as  1 

Confidential Attachments 14-18.  2 

 3 

Sample Privacy Training Materials:  4 
 5 

Attachment  Policy/Procedure/Guidelines 6 

14-CONF  2024 NSP Privacy and Data Protection Essentials 7 

15-CONF  Canadian Private Sector Privacy Training 8 

16-CONF  NSP Maintaining Privacy When Handling Employee Files 9 

17-CONF  NSP Privacy in the Call Centre 10 

18-CONF  2024 NSP Canadian PIPEDA Privacy Training Screenshots 11 

 12 
 13 

As noted in Section 5 of the Incident Report, in the wake of the Incident, NS Power is 14 

working to enhance its overall privacy governance framework and build on its existing 15 

privacy program (policy, procedures and standards). In addition to the enhancements 16 

outlined in the Incident Report, NS Power has also implemented an enhanced privacy 17 

governance program designed to ensure appropriate operationalization of its privacy 18 

program, and alignment with both its internal privacy policies, and applicable privacy laws 19 

and regulations. This framework is informed by the AICPA’s  Privacy Management 20 

Framework (PMF), which is designed to provide a foundation in establishing and 21 

operating a comprehensive and effective information privacy program to address privacy 22 
obligations and risks, and ensure monitoring and enforcement of the existing privacy programs.  23 
 24 

(b) NS Power’s Privacy Policy informs customers that “[t]he length of time we keep your 25 

information varies depending on the product or service in question and the nature of the 26 

information. We have retention standards that allow us to meet customer service, legal and 27 

regulatory needs. As a result, it may be necessary for us to keep some of your information 28 

on record even after the end of your relationship with us.” 29 

 30 
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More specifically, NS Power maintains internal records-management retention standards 1 

(see Confidential Attachments 9 and 10), which establish the length of time records 2 

are retained to meet customer service, operational, legal, and regulatory requirements. 3 

Information kept within NS Power’s internal customer record system, CIS, is retained to 4 

fulfill these obligations, including account management, billing, collections, audit 5 

requirements, and addressing customer inquiries or complaints. 6 

 7 

For example, a customer’s account information is maintained within CIS after the closure 8 

of their service account to support account management functions, including: (i) managing 9 

any unpaid balances and related collection activity; (ii) addressing customer inquiries or 10 

complaints; (iii) preserving the customer number and historical records to facilitate account 11 

setup if a customer returns; (iv) providing utility credit reference letters upon request of the 12 

customer; and (v) maintaining accurate audit trails and transaction history.  13 

 14 

Certain customer data was retained beyond the time frames contemplated by the 15 

Company’s internal record retention standards. With respect to the retention of SINs, 16 

please see Section 8.5 of the Incident Report. 17 

 18 

As noted above, in the wake of the Incident, NS Power is working to enhance its overall 19 

privacy governance framework and build on its existing privacy program, including its 20 

retention policies and procedures.   21 

 22 
(c) Please see response to (a) above 23 

 24 

(d) Please see response to (b) above. 25 
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Customer Privacy Policy 
  

Nova Scotia Power Incorporated (NSPI) recognizes the importance of protecting our customers’ 
privacy. The federal Personal Information Protection and Electronic Documents Act (PIPEDA) 
governs how we collect, use and disclose our customers' personal information. By using our 
website or applying for our services, you accept the terms set out in this policy. This Privacy Policy 
applies to information about identifiable individuals. It does not apply to information about 
organizations and businesses. 

What is Personal Information? 
Personal information is any information about an identifiable individual, such as a person’s name, 
address, energy consumption history, or credit card information. It does not include the name, title, 
business address or telephone number of an organization or an employee of an organization. It also 
does not include information that has been aggregated or de-personalized, such that an individual’s 
information cannot be identified. 

What we collect and why: 

The type of personal information which we collect and maintain includes: 

• Name 
• Premise Address and Mailing Address 
• Email address 
• Telephone number 
• Identifying information such as your date of birth and information from government 

issued identification, such as your driver’s license number 
• Banking information and/or credit card information if you pay by credit card 
• Credit history 
• Transaction history, which includes a history of your power consumption and service 

requests 
• Demographic and household information, such as the number of individuals per 

household and your household heat source 
• Participation in Nova Scotia Power programs 

We collect additional consumption information from customers who have smart meters. This 
information includes the amount of electricity used over specific intervals of time, as well as usage 
patterns. This information allows us to improve how we provide services and allows us to provide 
you with relevant energy related insights regarding your electricity consumption.  
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When you correspond with us by email, we collect your email address, internet IP address, as well 
as the message included in your email in order to respond to your enquiry. If you visit our website, 
our servers collect information which allows us to maintain the security of our website and allows 
them to operate. 

We ensure that the purposes for collection, use and disclosure are limited to purposes that a 
reasonable person would consider appropriate in the circumstances. Some of these purposes are: 

• To provide products and services to our customers; 
• To manage our business and operations; 
• To create and maintain effective business relationships with our customers; 
• To facilitate account, billing, credit, collections, and customer services; 
• To contact you and respond to your inquiries and requests and/or to monitor and 

assess quality of service, which may include recording telephone calls with customer 
care agents for quality assurance and training purposes; 

• To establish customer identity; 
• To assess credit history to determine if a security deposit is required from a customer 

or to assess an application to receive certain products and services or participate in 
certain programs, which includes periodically exchanging information with credit 
bureaus in order to maintain the integrity of the credit reporting system; 

• To collect and process past due accounts; 
• To avoid and investigate fraud and/or identity theft; 
• To address and respond to issues related to the usage of critical power dependent 

medical equipment during an outage; 
• To offer personalized energy management and enhanced customer energy 

consumption feedback, enabled through the collection of hourly consumption data; 
• To reduce energy and revenue theft which may include the collection of outage, 

voltage, load profile and consumption information; 
• To further develop, enhance and market products and services we offer, which may 

include contacting our customers to offer them participation in pilots, rebates or 
other programs; 

• To understand customer needs and preferences, which may include contacting our 
customers to ask them to participate in surveys regarding our products and services; 
and 

• To meet legal and regulatory requirements. 

If you visit the Site, our servers collect information which allows us to maintain the security of the 
Site and allows them to operate. NSPI or a third party may use cookies to collect personal 
information on our websites and mobile applications. These cookies are used to remember your 
location preferences, to provide social media features, to authenticate your identity, and to analyze 

Cybersecurity Accountability NSEB IR-9 Attachment 13 Page 2 of 8
REDACTED (CONFIDENTIAL INFORMATION REMOVED)  



- 3 - 

NSPI Privacy Policy.docx 

traffic to and maintain the Site. For more information on our use of cookies please see our Cookie 
Policy. 

Safeguarding your information 
We use security safeguards appropriate to the sensitivity of the information. These safeguards 
include organizational, technological, physical and contractual measures. We audit our procedures 
and security measures on a regular basis to ensure that they are appropriate and are being 
administered properly 

Sharing your information 
We do not sell or rent our customers' personal information. We do, however, disclose personal 
information to certain third parties in accordance with the purposes listed above. These third parties 
may provide us with services that enable us to provide our products and services to our customers, 
for example to facilitate billings and collection of payments and to process and store data on our 
behalf, and to provide research services to allow us to understand customer needs and preferences. 
In other cases, we may disclose personal information to third parties who provide services to our 
customers on our behalf, for example efficiency and demand side management services. These 
third parties are given only the information that is necessary for them to perform the services that 
we have contracted them to provide. 

In certain circumstances information that we share with third parties may be processed in a foreign 
country and may be accessible to law enforcement and national security authorities in that foreign 
country.  

Our website contains links to other websites. The privacy policies of those websites differ from 
ours, and we are in no way responsible for the content contained on those websites, or for your 
privacy should you click through to them. 

Correcting and retaining your information 
Please feel free to contact us at any time to update your personal information. 

The length of time we keep your information varies depending on the product or service in question 
and the nature of the information. We have retention standards that allow us to meet customer 
service, legal and regulatory needs. As a result, it may be necessary for us to keep some of your 
information on record even after the end of your relationship with us. When the information is no 
longer required, it is destroyed or anonymized. 

Your Privacy Choices 
Subject to certain legal and contractual restrictions and reasonable notice, you can choose to refuse 
or withdraw your consent to the collection, use or disclosure of your personal information at any 
time. For example, you may choose to withdraw your consent to receive emails regarding new 
products or services, pilots, or surveys. You may also choose to opt out of having a smart meter. 
The withdrawal of consent in some circumstances may prevent us from providing you with certain 
products or services for which your personal information is necessary. We will explain your 
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options and any consequences of refusing or withdrawing your consent and we will record and 
respect your choices. 

Contact Us 

If you have any questions about how we handle your personal information, please contact us at: 

privacy.officer@nspower.ca 

PO Box 910 

Halifax, NS 

B3J 2W5 

Fax No.: (902) 428-6176 

Changes to this Privacy Policy 

This policy may be amended from time to time since NSPI regularly reviews and updates in 

policies and procedures. 
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Cookie Policy 

What Are Cookies and Why Are They Used? 

Cookies are small text files that are placed onto your computer by websites and/or mobile 

applications that you visit. They contain unique identification numbers which can be used to 

identify a user's browser, but not the user. Cookies allow information to be saved between visit 

to websites or mobile applications so that information can be saved between visits, such as login 

credentials or language preferences. Cookies may also be used to customize content, offer 

interest-based advertising, and to gain insights into users' needs and preferences. 

What Kinds of Cookies Do We Use? 

As with most websites, NSPI uses cookies to automatically collect data about how you use the 

Site and mobile applications, including the MyAccount portal (collectively, "the Site"). The 

information we collect from cookies allows us to tailor the Site, provide advertising, and to 

analyze traffic to the Site. We do not use cookies to identify you personally, except as described 

in this policy. We use the following kinds of cookies on the Site: 

1. Necessary Cookies - necessary cookies enable you to use the Site and all their features, such 

as enabling access to secure areas of the Site. Without these cookies you may not be able to use 

all the features of the Site. These cookies do not identify a user personally. 

2. Performance Cookies - performance cookies, also referred to as behavioural or we analytics 

software, collect information about how you use the Site so we can analyze how the Site is used 

and improve it. For example, performance cookies may collect information on which pages you 

visit most often and any error messages you may get. 

We use a software called Hotjar to validate that the Site design and user experience are 

performing as expected and offer the best possible experience to users. This tool can record user 

movements on our Site to help us better understand our users' experience. Hotjar's tool masks 

any form entries that may contain personal information, so these will not appear in recordings of 

user behaviour. We also use this tool to perform surveys on pages and collect user feedback 

when a user has opted to share it with us. 
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The information collected by these cookies is anonymous and they do not collect any 

information that can identify you personally, except where a user has accessed account services 

via MyAccount prior to visiting our Site. In this case, Hotjar's recording may include a user's 

MyAccount log-in name. We only utilize recordings as part of our ongoing effort to improve site 

usability and they are not shared or distributed outside of Nova Scotia Power. In addition, Hotjar 

does not share user data and is contractually forbidden to sell any of the data collected on our 

behalf. 

Hotjar respects any "do not track" setting that you might have set on your browser and users may 

opt out of Hotjar data collection. For more information, please see Hotjar's privacy policy. 

3. Functionality Cookies - functionality cookies enable us to provide you with a more 

personalized experience when you visit the Site. They help us to remember data, such as your 

username and language preference, to save you having to enter them again the next time you 

visit. The information these cookies collect is anonymous. They cannot track your browsing 

activity on other websites. 

How Can You Manage Your Cookie Settings? 

You can delete or disable cookies in your browser's options at any time. However, if you do so 

you may not get the best experience when visiting the Site or your may not be able to use some 

features and services. 
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Privacy Statement 
Protecting the privacy and security of customer information has always been a part of how Nova 

Scotia Power serves its customers. Today, our Privacy Policy and procedures are consistent with 

the Federal requirements set out in the Personal Information Protection and Electronic 

Documents Act, known as PIPEDA. As always, our employees will continue to collect, use, 

share and store personal information with your privacy and security in mind. 

Privacy Officer 
Nova Scotia Power’s Privacy Officer oversees our Privacy Policy and Procedures and may be 

contacted as follows: 

E-mail: privacy.officer@nspower.ca 

PO Box 910 

Halifax, NS 

B3J 2W5 

Fax: (902) 428-4006 

Reporting a customer privacy concern 
Safeguarding your customer information is a priority. If you have a privacy concern relating to 

one of the following situations, please report to us using this form.  

• personal information has been wrongly collected, used, disclosed, or retained;  
• refused access to your personal information; or  
• unreasonable delay in accessing your personal information. 

1. Complainant information 
First Name* 
Last Name* 
Account Number* 

Ex: 1234567-8 

Mailing address* 
City* 
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Province* 
Postal Code* 
Country (if outside of Canada) 
Daytime telephone Number* 
Alternative Telephone Number 
Email Address 
Does your complaint involve Personal Information belonging to a third party? If so please 
provide their names 

* Required fields 

2. Details of Complaint 
Please describe the events or circumstances that led to your complaint. Include details such as the 
names or positions of people involved in the incident, the location(s) where the incident 
occurred, date and time of incident, type of information involved, and any other information that 
you consider relevant. 
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Request IR-10: 1 

 2 

Please provide specific and detailed information addressing whether all or any part of the 3 

information about former NS Power customers was available in NS Power’s systems to be 4 

stolen in the cyber attack in circumstances when: 5 

 6 

(a) That information should not have been collected in the first place based on NS 7 

Power’s data collection and retention policies. 8 

 9 

(b) That information should have been destroyed based on NS Power’s data collection 10 

and retention policies. 11 

 12 

(c) That information was collected contrary to any provincial or federal statute or 13 

regulation. 14 

 15 

(d) That information had not been destroyed, contrary to any provincial or federal 16 

statute or regulation. 17 

 18 

Response IR-10: 19 

 20 

Please refer to NSEB IR-9.   21 
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Request IR-11: 1 

 2 

Please confirm that, at all material times relating to the cyber attack, NS Power was fully 3 

compliant with all applicable statutes and regulations relating to the collection and retention 4 

of personal information of customers. 5 

 6 

(a) If not confirmed, please identify each statute or regulation that NS Power had not 7 

complied with, the reason for its non-compliance, and the steps that have, are or will 8 

be taken to ensure compliance in the future. 9 

 10 

Response IR-11: 11 

 12 

Please refer to NSEB IR-9 13 
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Request IR-12: 1 

 2 

Please confirm that, at all material times relating to the cyber attack, NS Power was fully 3 

compliant with all its internal policies relating to the collection and retention of personal 4 

information of customers.  5 

 6 

(a) If not confirmed, please identify each policy that NS Power had not complied with, 7 

the reason for its non-compliance, and the steps that have, are or will be taken to 8 

ensure compliance in the future. 9 

 10 

Response IR-12: 11 

 12 

Please refer to NSEB IR-9. 13 
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Request IR-13: 1 

 2 

Please provide any memos, assessments, reports or email messages prepared on or after 3 

April 25, 2025, discussing how customers would be advised about the cybersecurity breach 4 

and the theft of their personal information, and what information would be provided to 5 

them. 6 

 7 

Response IR-13: 8 

 9 

To the extent potentially responsive documents exist, these are subject to privilege.  10 

 11 

Without waiving privilege, however, NS Power can confirm that the general information requested 12 

is summarized in documents that NS Power has already provided. More specifically, see Section 13 

4.2-4.3 and Section 8.4 of the Incident Report for a description of the considerations taken in 14 

notifying customers of the Incident, and the response to NSEB IR-01 filed with the Board on 15 

September 5, 2025 for copies of the information provided to customers relating to the incident. As 16 

noted in NS Power’s “Cyber Incident Communication Playbook” (provided to the Board as Board 17 

Confidential Attachment 1 to IR-9 filed with the Board on September 5, 2025), NS Power’s 18 

approach to communications throughout the incident has been underpinned by a commitment to 19 

transparency, timely communication, and a customer-centric focus, while ensuring that the 20 

Company appropriately meets its applicable regulatory obligations. The approach to 21 

communications was designed to ensure that customers were provided with a “single source of 22 

truth” webpage for timely information that could be confirmed at the time, given the evolving 23 

investigation. Customers were informed about this website and directed to it for additional 24 

information and updates through all channels.  25 
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Request IR-14: 1 

 2 

Please provide any instructions, guidelines or scripts that were prepared by NS Power, or on 3 

its behalf, for use by NS Power’s Customer Care Centre or TransUnion in its 4 

communications with customers about the cybersecurity breach and the theft of customer 5 

personal information. 6 

 7 

Response IR-14: 8 

 9 

Customer Care Associates were provided with key messages and speaking points to support their 10 

customer conversations throughout the cyber incident. This included an extensive Frequently 11 

Asked Questions (FAQ) resource that detailed our latest response to the incident including the 12 

customer notification process and the offer for the free credit monitoring service. This FAQ guide 13 

was developed with TransUnion to ensure customer interactions were empathic, accurate and 14 

consistent.  15 

 16 

Customer Care Associates were also directed to use the dedicated webpage nspower.ca/cyber in 17 

their customer conversations to provide guidance on how to sign up for the credit monitoring 18 

service. This website serves as the single source of information for all cyber updates and customer 19 

supports including tips on how to protect personal information.   20 

 21 

Below are the specific Frequently Asked Questions (FAQs) that were used to assist customers with 22 

general questions about the incident: 23 

 24 

Nova Scotia Power – Customer FAQS 25 

 26 

1. What happened? 27 

 28 
On April 25, Nova Scotia Power discovered that an unauthorized third party had gained access to 29 

certain parts of its Canadian network and servers.   30 
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As soon as the incident was detected, Nova Scotia Power commenced a thorough investigation 1 

with the assistance of external cybersecurity experts and has worked around the clock to investigate 2 

this incident and restore its systems safely and securely. 3 

The investigation is ongoing. 4 

 5 

Based on the investigation, Nova Scotia Power identified that certain customer personal 6 

information was accessed and taken by an unauthorized third party and began notifying those who 7 

were potentially impacted by this cyber incident. 8 

 9 

The company learned through the investigation that the personal data of former customers was 10 

also part of the information that was accessed and taken by the unauthorized third party. 11 

Nova Scotia Power is expanding the free credit monitoring offer from two to five years, and 12 

will be offering this free credit monitoring to all customers of Nova Scotia Power, past and 13 

present, even if they did not receive a letter about their data being stolen.  14 

Customers who have already signed up will automatically be extended to five years. 15 

 16 

2. When did you first learn about this incident? 17 

 18 

Nova Scotia Power learned about this incident on April 25, 2025. 19 

 20 

3. When did this happen?  21 

 22 

As soon as the incident was detected, Nova Scotia Power commenced a thorough investigation 23 

with the assistance of external cybersecurity experts and has worked around the clock to investigate 24 

this incident and restore its systems safely and securely. 25 

 26 

The investigation remains ongoing. 27 
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Based on the investigation to date, Nova Scotia Power has determined that on or around March 1 

19, 2025, certain customer information stored on the impacted servers was accessed and taken by 2 

an unauthorized third party.   3 

 4 

4. Why wasn’t I contacted sooner?  5 

 6 

The process to identify what data was impacted has been extremely complex. Nova Scotia Power 7 

has been working urgently to determine the full nature and scope of the data and individuals that 8 

may have been affected.   9 

Once Nova Scotia Power identified that certain personal information was accessed and taken, the 10 

company immediately began coordinating direct notifications to affected individuals.  11 

 12 

5. How many people are involved? 13 

 14 

I do not have access to that information.  15 

 16 

6. Why was I notified/How does this impact me?  17 

 18 

If you received a notice about this incident, it means that Nova Scotia Power has identified that 19 

your information was potentially impacted in connection with the recent cyber incident.  20 

Nova Scotia Power also determined through their investigation that the personal information of 21 

former customers was also accessed and later taken by an unauthorized third party, in addition to 22 

the personal information of the current customers to whom notifications have already been sent.   23 

Beginning June 25, Nova Scotia Power is offering five years of free credit monitoring to ALL 24 

customers of Nova Scotia Power, past and present, regardless of whether you received a 25 

letter from them about the incident. Those who want to sign up for the credit monitoring service 26 

can go to [Customer Verification Form| Nova Scotia Power] to validate and secure a unique code 27 

for the service.  Anyone who has already signed up for credit monitoring will automatically be 28 

extended to five years. 29 
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7. Does this mean that someone has my personal information?  1 

 2 

While the investigation is ongoing, Nova Scotia Power has identified that certain customer 3 

information stored on the impacted servers was accessed and taken by an unauthorized third party.  4 

If you received a notice about this incident, your personal information was stored on the impacted 5 

servers.  6 

 7 

Please refer to the notice you received about this incident for details about what information of 8 

yours may have been impacted. 9 

 10 

8. I read an article that ransomware was involved, is this true? 11 

 12 

This is an ongoing investigation. Nova Scotia Power will be reaching out to customers determined  13 

to have been impacted by this incident.  14 

 15 

9. What should I do to protect myself? 16 

 17 

While Nova Scotia Power has no evidence of misuse of your personal information, as a 18 

precautionary measure, we encourage you to take advantage of the offer for a 5 year subscription 19 

to TransUnion’s comprehensive credit monitoring service, at no cost to you.  Those who want to 20 

sign up for the credit monitoring service can go to [Customer Verification Form| Nova Scotia 21 

Power] to validate and secure a unique code for the service.  Anyone who has already signed up 22 

for credit monitoring will automatically be extended to five years. 23 

 24 

In addition, as always, it is good practice to regularly take precautions:  25 

 26 

Remain vigilant and cautious about any unsolicited communications (such as emails, text 27 

messages, social posts or phone calls), including messages that appear to be from Nova Scotia 28 

Power, asking you to provide your personal information.  29 
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Avoid clicking on suspicious web links or downloading attachments without confirming they are 1 

from a legitimate source. 2 

 3 

10. What personal information of mine was impacted?  4 

 5 

I don’t have that information. 6 

  7 

Please refer to the notice you received about this incident for details about what information of 8 

yours may have been impacted. 9 

 10 

If caller pushes, escalate. 11 

 12 

11. Was my government-issued identification number impacted? 13 

 14 

I don’t have that information.  15 

 16 

Please refer to the notice you received about this incident for details about what information of 17 

yours may have been impacted. 18 

 19 

If caller pushes, escalate. 20 

 21 

12. Was my credit card information compromised? Should I cancel my credit card? 22 

 23 

Based on Nova Scotia Power’s investigation, credit card information was not impacted by this 24 

incident. 25 

 26 

However, if you detect any unauthorized transactions in any of your financial accounts, promptly 27 

notify your payment card company or financial institution.  28 
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Please refer to the notice you received for information on the steps you can take to protect your 1 

personal information. 2 

 3 

If caller pushes, escalate.  4 

 5 

13. How will I know if my information was used by someone else? 6 

 7 

While the investigation is ongoing, Nova Scotia Power has identified that certain customer 8 

personal information was accessed and taken by an unauthorized third party.  9 

 10 

However, there is no evidence of misuse of your personal information.   11 

Those who want to sign up for the credit monitoring service can go to [Customer Verification 12 

Form| Nova Scotia Power] to validate and secure a unique code for the service.  Anyone who has 13 

already signed up for credit monitoring will automatically be extended to five years. 14 

 15 

If caller pushes, escalate.  16 

 17 

14. I did not receive a notice from Nova Scotia Power? Am I impacted?  18 

 19 

The company’s investigation remains ongoing.  20 

Beginning June 25, Nova Scotia Power is offering five years of free credit monitoring to ALL 21 

customers of Nova Scotia Power, past and present, regardless of whether you received a 22 

letter from them about the incident. Those who want to sign up for the credit monitoring service 23 

can go to [Customer Verification Form| Nova Scotia Power] to validate and secure a unique code 24 

for the service.  Anyone who has already signed up for credit monitoring will automatically be 25 

extended to five years. 26 

  27 
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15. Have the police/local authorities been notified? 1 

 2 

Yes. Nova Scotia Power notified law enforcement regarding this cyber incident and have 3 

cooperated fully with them.  4 

 5 

If the caller presses: 6 

 7 

As this incident involves a criminal investigation, Nova Scotia Power is not in a position to provide 8 

details. 9 

 10 

16. Has the Privacy Commissioner been notified?  11 

 12 

Yes, Nova Scotia Power has reported the incident to the Office of the Privacy Commissioner of 13 

Canada. 14 

 15 

17. Have the regulatory authorities been notified?  16 

 17 

Nova Scotia Power has notified law enforcement and regulatory authorities about this cyber 18 

incident. 19 

 20 

18. Do you know who did this/have the responsible parties been arrested? 21 

 22 

I do not have that information. 23 

 24 

19. Who/What is responsible for the incident?  25 

 26 

The investigation is ongoing. We cannot speculate or share information while the investigation is 27 

ongoing. 28 

 29 
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20. Was the information encrypted/protected? 1 

 2 

Nova Scotia Power employs a variety of security measures intended to safeguard data in the 3 

company’s possession.  4 

 5 

If the caller asks about specific security measures: 6 

 7 

For security reasons, we cannot provide details about the specific safeguards the company has in 8 

place. I can assure you that Nova Scotia Power is taking this incident seriously and that protecting 9 

the privacy and security of personal information is a top priority for the company. 10 

 11 

21. Why should I trust Nova Scotia Power with my personal information in the future? 12 

 13 

The privacy of your personal information is a top priority for Nova Scotia Power, and the company 14 

sincerely apologizes for any concern or inconvenience this incident may cause you.  15 

Nova Scotia Power employs a variety of security measures intended to safeguard data in the 16 

company’s possession and has continued strengthening those security measures with the assistance 17 

of external cybersecurity experts. 18 

 19 

22. What are you doing to prevent this from happening again? 20 

 21 

As soon as this cyber incident was detected, Nova Scotia Power commenced a thorough 22 

investigation with the assistance of external cybersecurity experts and has worked around the clock 23 

to investigate this incident and restore its systems safely and securely.  24 

 25 

Nova Scotia Power sincerely apologizes that this issue has occurred and is working closely around 26 

the clock with external cybersecurity experts to continue strengthening its security measures by 27 

implementing additional safeguards.  28 
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The protection of personal information is a top priority for Nova Scotia Power and the company 1 

is taking further steps to prevent this type of incident from happening again. 2 

 3 

23. Is this incident part of a larger pattern of attacks?  4 

 5 

I do not have that information.  6 

 7 

24. I use/am buying another product to protect my identity. I want Nova Scotia Power to 8 

reimburse me.  9 

 10 

Nova Scotia Power has arranged a subscription with TransUnion for five years of credit monitoring 11 

services at no cost to you.  While your letter indicates two years, this code will be automatically 12 

converted to five years and you can use the code on your letter. 13 

Nova Scotia Power is unable to reimburse you for other products, including if you already have a 14 

subscription to TransUnion credit monitoring.  15 

 16 

If the caller insists on reimbursement, escalate.  17 

 18 

25. Who are you? Are you an employee of Nova Scotia Power?  19 

 20 

I work for TransUnion, who has been contracted by Nova Scotia Power to provide credit 21 

monitoring services and to help answer questions from people who may have been impacted by 22 

this incident.  23 

 24 

26. I want to speak with someone at Nova Scotia Power.  25 

 26 

Nova Scotia Power takes this matter very seriously. To assist you with any questions you may 27 

have regarding this incident, Nova Scotia Power has established this contact centre to address your 28 

questions related to this incident.  29 
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If caller pushes, escalate.  1 

 2 

27. I received a call from Nova Scotia Power related to this incident asking for my 3 

information. What should I do?  4 

 5 

Nova Scotia Power is not calling customers regarding this incident.  6 

 7 

If you receive an unprompted or unexpected phone call requesting your personal information in 8 

reference to this incident from someone that you do not know, that call is not from Nova Scotia 9 

Power and may be an attempt to steal your personal information.   10 

 11 

In this situation and generally, avoid giving out your personal information over the phone or by 12 

email unless you have initiated the contact and you are sure you know who you are speaking with. 13 

 14 

28. Is the letter I received legitimate?  15 

 16 

Nova Scotia Power has provided written notice to potentially impacted customers, and has more 17 

recently extended the offer of 5 years of credit monitoring to all current and past customers. If you 18 

have concerns about whether the notice you received is legitimate, I would be happy to escalate 19 

your request and a member of the Nova Scotia Power team will contact you directly. 20 

 21 

29. What services have been affected? What is the current status of billing and payments/ 22 

services and connections/online services (such as MyAccount) 23 

 24 

The incident did not disrupt Nova Scotia Power generation, transmission and distribution facilities 25 

and no impact to its ability to safely and reliably serve customers. 26 

Online access to MyAccount has been safely restored, and the company is able to issue bills for 27 

customers.   28 
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Nova Scotia Power customers can speak with a member of the company’s customer care team  1 

Monday to Friday from 8am to 6pm at 1-800-428-6230. 2 

 3 

Customers can continue to report outages or emergencies at any time through their outage line at 4 

1-877-428-6004. 5 

 6 

Please refer to the Nova Scotia Power website (www.nspower.ca) for updates. 7 

 8 

30. I am having difficulties getting through to your Customer Care line.   9 

 10 

• Nova Scotia Power remains focused on supporting their customers through their Customer 11 

Care line.  While wait times may be longer than usual, they are open and operating during 12 

their normal hours of business.  They can be reached at 1-800-428-6230. 13 

 14 

• Customers can also continue to report outages or emergencies such as downed wires 15 

through Nova Scotia Power’s outage line at 1-877-428-6004.   16 

 17 

Please refer to the Nova Scotia Power website (www.nspower.ca) for ongoing updates. 18 

 19 

31. Will Billing & Payments be impacted?   20 

 21 

• Nova Scotia Power is now able to issue bills and accept payments from customers.  22 

 23 

• Please know that you will not be charged late fees or have your service disrupted as a result 24 

of this incident.    25 

 26 
• If you have made a bill payment through your bank, those payments were processed by 27 

your financial institution. Rest assured, any potential for duplicate payments will be 28 

addressed and corrected.   29 

 30 

REDACTED (CONFIDENTIAL INFORMATION REMOVED)  



Minister of Energy – Accountability for Nova Scotia Power (NSEB M12600) 
NSPI Responses to NSEB Information Requests 

 
NON-CONFIDENTIAL  

 
 
Date Filed: May 6, 2026 NSPI (NSEB) IR-14 Page 12 of 14 
M12600 NSEB IR-14.docx 

Please refer to the Nova Scotia Power website (www.nspower.ca) for ongoing updates. 1 

 2 

32. I am moving homes and need to ensure I have a power connection/I am planning to do 3 

some work near a power line/other service related requests: 4 

 5 

Please refer to the Nova Scotia Power website (www.nspower.ca) for further details or contact 6 

Nova Scotia Power’s Customer Care team. 7 

 8 

33. When will you be fully operational?  9 

 10 

The company’s IT team is working diligently with third party cyber security experts to bring the 11 

affected portions of the IT system back online.  12 

 13 

The company is working around the clock to restore their systems in the most efficient and safe 14 

manner.  15 

 16 

Please refer to the Nova Scotia Power website (www.nspower.ca) for ongoing updates. 17 

 18 

34. Are Emera’s US operations impacted as well?  19 

 20 

No. However, the company continues to be vigilant in reviewing and managing their network. 21 

 22 

35. Is your network currently secure?  23 

 24 

The company is working around the clock, along with external cybersecurity experts, to do 25 

everything they can to restore affected systems in a safe and secure manner. Nova Scotia Power is 26 

working hard to continue strengthening the security of its systems by implementing additional 27 

safeguards to help prevent similar incidents in the future. 28 

 29 
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36. I am with (media) and I have some questions regarding the breach. 1 

 2 

• Please contact news@nspower.ca for media inquiries.  3 

 4 

Additional Questions on Personal Data 5 

 6 

1a)  Q: Can you confirm exactly what information of mine was included in the incident?   7 

 8 

1b)  Q: I received a letter. Can you confirm exactly what information of mine was included in the 9 

incident?   10 

 11 

Answer:   12 

• We sincerely apologize that this issue has occurred.   13 

• If you receive a notice about this incident, it means that we have identified that your 14 

information was impacted in connection with the recent cyber incident.   15 

• Please refer to the notice you received for details about what type of information may have 16 

been impacted.   17 

• We encourage individuals who receive a notification to sign up for the credit monitoring 18 

service that we have made available at no cost.  19 

 20 

 21 

2)  Q: Can you confirm if my SIN# was breached in this incident?  22 

 23 

Answer:   24 

• We sincerely apologize that this issue has occurred.   25 

• If you receive a notice about this incident, it means that we have identified that your 26 

information was impacted in connection with the recent cyber incident.   27 
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• Please refer to the notice you received for details about what type of information may have 1 

been impacted.  If your Social Insurance Number (SIN) was mentioned in the letter, it does 2 

mean that your SIN may be among the data that may have been impacted. 3 

• We encourage individuals who receive a notification to sign up for the credit monitoring 4 

service that we have made available at no cost.  5 

 6 

 7 

3)  Q: Why do you keep SINs in your database?  8 

 9 

Answer: 10 

• Social Insurance Numbers (SINs) were used in certain circumstances for customer 11 

authentication purposes.   12 

• Our investigation into this incident is continuing.   13 

• We encourage individuals who receive a notification to sign up for the credit monitoring 14 

service that we have made available at no cost.   15 

 16 

 17 

4)  Q: Do you have my SIN on file?  18 

 19 

• SINs were used in certain circumstances for customer authentication purposes.  We do not 20 

have access to confirm what data was on your account from your initial account setup.  21 

• We have sent notices to individuals who have been impacted by the recent cyber incident. 22 

If you received a letter, please refer to the notice for details about what type of information 23 

may have been impacted.   24 

• If your Social Insurance Number (SIN) was mentioned in the letter, it does mean that your 25 

SIN may be among the data that may have been impacted. 26 

• We encourage individuals who receive a notification to sign up for the credit monitoring 27 

service that we have made available at no cost.  28 
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Request IR-15: 1 

 2 

In its response to NSEB IR-1 (Exhibit N-2), NS Power said it “adopted a best-practices 3 

approach to mitigating potential harm to customers whose personal information was 4 

impacted by the Incident.” Please explain why NS Power considers its approach a “best-5 

practice” and identify the benchmarks or metrics against with it assessed its approach. 6 

 7 

Response IR-15: 8 

 9 

This approach was grounded in a commitment to transparency, timely communication, and a 10 

customer-centric focus. The Company’s objective throughout has been to provide affected 11 

individuals with meaningful support, reduce the risk of harm, and maintain trust. 12 

 13 

As previously noted, NS Power has relied on experienced external expert advice and 14 

technical expertise throughout the Incident response and investigation, including with respect to 15 

the steps it has taken to mitigate potential harm to customers. NS Power’s approach to mitigating 16 

potential harm to customers (as outlined in Section 4 of the Incident Report), was informed by 17 

consultation and engagement with experienced and skilled subject-matter experts who in the past 18 

have collectively advised on well over a thousand data incidents, and drew upon that depth of 19 

knowledge and experience in the course of advising NS Power from the commencement and 20 

throughout the Incident response effort. These experts ensured that NS Power’s approach aligned 21 

with evolving regulatory and other expert considerations and guidance in responding to and 22 

mitigating harm from incidents. Given that, due to the nature of the breach and the complexity of 23 

the systems involved, it was not possible to definitively identify on an individual basis what data 24 

was impacted, NS Power worked to share this information as broadly as possible out of an 25 

abundance of caution to ensure that customers could take steps to protect themselves.  26 

 27 

See Section 4 and Section 6 of the Incident Report for further detail on the steps NS Power has 28 

taken to mitigate potential harm to customers, and the considerations involved in this approach. 29 
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Request IR-16: 1 

 2 

Please provide any memos, assessments, reports or email messages prepared by NS Power 3 

or on its behalf about the difficulties that customers experienced contacting NS Power’s 4 

Customer Care Centre and TransUnion in the days following NS Power’s announcement of 5 

the cyber attack and the theft of customer information. Please include all call statistics about 6 

the cybersecurity breach and the theft of customer personal information, including number 7 

of calls, wait time, disconnections, number of calls abandoned, number of callbacks, time to 8 

wait for callbacks, average talk time, etc., from April 25, 2025, to October 31, 2025. 9 

 10 

Response IR-16: 11 

 12 

Response.  The Cyber support line in NS Power was established on May 1, 2025, while support 13 

through TransUnion commenced May 13, 2025.  Statistics within NS Power call answer, as well 14 

as the TransUnion call centre are set out below for the period requested.   15 

 16 

 17 
  18 
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 1 

 Cyber Calls Handled by TransUnion  

  

Calls 
Offered 

Average 
Time in 
Queue 

Average 
Handle 
Time 

Total 10,958 0:01:29 0:06:10 
May 7,018 0:02:11 0:06:16 
June 3,097 0:00:10 0:05:57 
July 399 0:00:24 0:06:14 
August 155 0:00:26 0:05:55 
September 202 0:01:01 0:06:31 
October 87 0:00:39 0:06:43 

 2 
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Request IR-17: 1 

 2 

Regarding the theft or suspected theft of personal information about individuals who were 3 

previously customers of NS Power, but who were no longer customers at the time of the cyber 4 

attack: 5 

 6 

(a) Is NS Power able to provide more information about these customers than was 7 

provided in its response to NSEB IR-2(b) (Exhibit N-2)? 8 

 9 

(iii) If so, please provide the total number of such customers who were impacted, 10 

and also provide a breakdown, by year, based on when they ceased to be an 11 

NS Power customer. 12 

 13 

(iv) If not, please provide as much information as possible about the number of 14 

former customers impacted, and how long it had been since they were 15 

customers. 16 

 17 

Response IR-17: 18 

 19 

As detailed in Section 4.2 of the Incident Report, as the Company continued its investigation of 20 

the impacted data, NS Power determined that personal information relating to former customers 21 

had also been impacted by the Incident.  22 

 23 

NS Power continued its investigation into the scope and nature of the impacted data with 24 

the assistance of leading third-party data analysis experts to determine the precise number of 25 

impacted individuals. This was a highly complex and time-consuming exercise, which included 26 

using data discovery tools, and extensive manual review. 27 

 28 

Based on this investigation, NS Power was able to determine that approximately 540,000 of its 29 

former customers were impacted by the breach.  30 
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As further detailed in NSEB IR-2(b) filed with the Board on September 5, 2025, given the impact 1 

of the Incident on the Company’s systems, the information available to the Company is limited. 2 

Due to the nature of the impacted records, and the structure of the data available, it remains not 3 

possible to determine with certainty when these individuals ceased to be customers of NS Power.    4 
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Request IR-18: 1 

 2 

Please provide any memos, assessments, reports or email messages about NS Power’s 3 

collection, use, retention and destruction of customer social insurance numbers since April 4 

25, 2015, 10 years before the cyber attack. 5 

 6 

Response IR-18: 7 

 8 

To the extent potentially responsive documents exist, most of them are subject to privelege.  9 

Without waiving privilege, however, NS Power can confirm that the general information requested 10 

is summarized in documents that NS Power has already provided. More specifically, see Section 11 

8.5 of the Incident Report for information on NS Power’s practices relating to customer social 12 

insurance numbers.  13 

REDACTED (CONFIDENTIAL INFORMATION REMOVED)  



Minister of Energy – Accountability for Nova Scotia Power (NSEB M12600) 
NSPI Responses to NSEB Information Requests 

 
NON-CONFIDENTIAL  

 
 
Date Filed: May 6, 2026 NSPI (NSEB) IR-19 Page 1 of 1 

Request IR-19: 1 

 2 

How is the five-year credit monitoring provided to customers being funded? 3 

 4 

Response IR-19: 5 

 6 

Please refer to NSEB IR-3 filed to the NSEB by NS Power on September 5, 2025. NS 7 

Power anticipates that a portion of the cost for credit monitoring will be covered by insurance, 8 

and has committed that customers will not pay for any costs incurred by NS Power related to the 9 

credit monitoring service being provided.  10 

REDACTED (CONFIDENTIAL INFORMATION REMOVED)  



Minister of Energy – Accountability for Nova Scotia Power (NSEB M12600) 
NSPI Responses to NSEB Information Requests 

 
NON-CONFIDENTIAL  

 
 
Date Filed: May 6, 2026 NSPI (NSEB) IR-20 Page 1 of 1 
M12600 NSEB IR-20.docx 

Request IR-20: 1 

 2 

Please provide any memos, assessments, reports or email messages prepared by NS Power 3 

or on its behalf about its initial pause to customer billing after the cyber attack and its 4 

resumption of billing, including any discussions about the methods, processes or procedures 5 

it would use to estimate customer bills until its systems were restored and meters were again 6 

communicating, and any discussions about the resources required and its approach to 7 

manually reading meters in the interim. 8 

 9 

Response IR-20: 10 

 11 

To the extent potentially responsive documents exist, most of them are subject to privilege.  12 

 13 

Without waiving privilege, however, NS Power can inform you that the information requested in 14 

NSEB IR-20 is summarized in documents that NS Power has already provided to you. For 15 

example, see the response to NSEB IR-12, filed with the Board on September 5, 2025, and NSEB 16 

IRs 13-16 filed with the Board on December 23, 2025, and NSEB IR-01- 07 and 22-17 

24 for additional detail on NS Power’s practices relating to customer billing in the wake of the 18 

Incident.   19 
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Request IR-21: 1 

 2 

NS Power’s response to NSEB IR-1 (Exhibit N-2), Attachment 4, page 19 of 20 including the 3 

following frequently asked question and response: 4 

 5 

I haven’t been a customer for 10 years? Do you still have my data?  6 
Last updated: Wednesday, June 25, 2025  7 
 8 
This is a really important question to be answered as part of the 9 
investigation into the incident. [Emphasis in original] 10 

 11 

Please provide the answer to this question, as determined by NS Power in its investigation, 12 

and explain why, on June 25, 2025, NS Power did not know whether it had retained data 13 

related to individuals who had not been customers for 10 years. 14 

 15 

Response IR-21: 16 

 17 

As noted in the response to IR-2(b) filed with the NSEB by NS Power on September 5, 2025, given 18 

the impact of the Incident on the Company’s systems, the information available to the Company 19 

is limited. Due to the nature of the impacted records, and the structure of the data available, it was 20 

not at the time, and remains not possible to determine with certainty what data had been contained 21 

in the impacted data, and when these individuals ceased to be customers of NS Power.  22 
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Request IR-22: 1 

 2 

NS Power’s response to NSEB IR-12(a) (Exhibit N-2), NS Power said that  3 

 4 

“some customers received bills closer together as NS Power caught up 5 
on billing after the pause from April 1 25 - June 4”.  6 

 7 

(a) Does this mean that NS Power sent off-cycle bills to customers?  8 

 9 

(i) If so, please explain why this was done given NS Power’s responses to Exhibit 10 

N-93, NSEB IR-3(b) and (c) in Matter M12451.  11 

 12 

(ii) If not, please explain in detail. 13 

 14 

Response IR-22: 15 

 16 

(a) NS Power did not send off-cycle bills to customers after the pause of billing from April 25 17 

– June 4. 18 

 19 

(i) N/A 20 

 21 

(ii) When billing was restarted after June 4, NS Power maintained the original billing 22 

schedule but deployed 3 billing batches per day in order to catch up.  Payment due 23 

dates were adjusted to reflect the delayed processing of the bill batches. 24 
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Request IR-23: 1 

 2 

In a letter to the Honourable Tom Taggart, MLA for Colchester North, Chair, Nova Scotia 3 

Standing Committee on Natural Resources and Economic Development dated January 31, 4 

2026, which was attached to Monthly Update #5, dated February 5, 2026, NS Power stated: 5 

 6 

Actual overpayment and underpayment scenarios resultant from 7 
estimates are difficult to isolate, as trued-up usage cannot be ascribed 8 
to the date of use. However, patterns on the trued-up bill allow some 9 
sizing of customer experience in both areas. 10 

 11 
• Overpayment: Following the return to regular billing cycles 12 

post cyber-incident, less than 1% of bills issued have created a 13 
scenario where estimated usage, once paid, resulted in a credit 14 
balance for the customer on their next bill. Account credits are 15 
automatically applied to the customer’s subsequent bill for 16 
ongoing energy use. However, for customers who prefer a 17 
refund, refunds by cheque are available upon customer request. 18 
In Q4 of 2025, NS Power supported customers with 2,080 refund 19 
requests, down from 2,268 in Q4 of 2024 and 2,542 in Q4 of 2023. 20 
Refunds can be issued for a variety of issues, including 21 
customers who might have entered a larger amount when 22 
paying through their bank or customers who have closed an 23 
account that had a credit balance on it.  24 

• Underpayment: The percentage of active residential accounts in 25 
arrears is a useful gauge of underpayment and has run nearly 26 
double the rate persistent prior to the cyber incident. On 27 
December 31, 2025, 7.23% were in arrears, compared to 4.46% 28 
as of the same date in 2024. This trending is regularly reviewed 29 
by Nova Scotia Power, the Affordable Energy Coalition, and the 30 
Consumer Advocate and an annual report is filed with the Nova 31 
Scotia Energy Board each year. This is a major area of focus for 32 
NS Power- to help these customers get into an Equal Billing plan 33 
or additional payment arrangement if they need support paying 34 
their balance. 35 

(a) Please provide any memos, assessments, reports or email messages prepared by NS 36 
Power or on its behalf about the patterns on trued up bills. 37 

 38 
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(b) For the “less than 1%” of bills issued where there was a scenario where estimated 1 

usage, once paid, resulted in a credit balance for the customer on their next bill: 2 

 3 

(i)  What was the actual number of bills where this scenario occurred? 4 

 5 

(ii)  What was the average amount of the credit for residential customers? 6 

 7 

(c) How many bills were issued where there was a scenario where estimated usage, once 8 

paid, did not result in a credit on the next bill but produced a bill in the period that 9 

was lower than would have been expected for that billing period. 10 

 11 

(d) Given that NS Power encouraged customers who were concerned about 12 

overestimated bills to pay amounts that were different than the amount that was 13 

presented on the bill and withheld late fees and interest and paused collection 14 

activities, please explain why NS Power attributes an increase in the percentage of 15 

accounts in “arrears” to underestimation. 16 

 17 

Response IR-23: 18 

 19 

(a) The Board has referenced the letter that NS Power sent to MLA Taggart which provides 20 

the summary NS Power prepared.  The additional information provided in the below 21 

responses helps add to that response. 22 

 23 

(b)  24 

(i) 23,989 residential bills had a return of estimate bill (a ‘true up’ bill) where the new 25 

bill amount was a credit.   26 

 27 

• 14,740 of these bills resulted in a net new credit balance on the underlying 28 

account.   29 
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• 7,190 of these bills, while having a current period credit, continued to have 1 

a balance owing on the underlying account 2 

 3 

• 2,059 of these bills increased a pre-existing credit balance on the underlying 4 

account 5 

 6 
(ii) The average credit amount of the 23,989 true-up bills described above for 7 

residential customers was $169. 8 

 9 

(c)  The nature of meter readings is such that trued-up usage cannot be ascribed to the actual 10 

date of use, making it difficult to assert that higher or lower bills are the result of estimation 11 

variances.  It is true that customer escalations relating to bills were 47 percenthigher in Q1 12 

of 2026 (9.3 percent estimated; 415 bill escalations) vs Q4 2025 (48.7 percent estimated; 13 

282 bill escalations), the increase coinciding with the ramp-up of true-up bills as AMI came 14 

back online, indicating greater concern with underestimation than overestimation. 15 

 16 

(d)  NS Power does not attribute the increase in accounts in arrears specifically to 17 

underestimation. Customer doubt in the accuracy of their bill, in part the result of 18 

estimation (both high and low), has created hesitance to repay, and the pause on collections 19 

outreach and late fees has likely removed a sense of urgency in repayment for some 20 

customers.  The combined effect has led to an unprecedented number of accounts in an 21 

arrears position.  22 
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Request IR-24: 1 

 2 

Please provide any memos, assessments, reports or email messages prepared by NS Power, 3 

or on its behalf, about concerns raised by customers about overestimated bills. 4 

 5 

Response IR-24: 6 

 7 

As mentioned in NS Power’s letter to MLA Taggart on January 31, 2026, in response to a request 8 

for follow up from the Standing Committee on Natural Resources and Economic Development, 9 

NS Power was aware that some customers had high estimated bills from November 1-20, 2025.  10 

This letter provides the assessment prepared by NS Power, and the steps to mitigate which included 11 

proactively contacting customers and adding a website option to submit a photo read.   12 
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Request IR-25: 1 

 2 

Have NS Power’s billing practices relating to each of the following returned to their pre-3 

cybersecurity breach state, and if not, what is the current status and timeline when normal 4 

function is expected to occur: 5 

 6 

(a) Time of use/day rates. 7 

 8 

(b) Net-metering billing arrangements.  9 

 10 

(c) Single-phase meters without a physical demand rest feature for demand billing 11 

customers. 12 

 13 

Response IR-25: 14 

 15 

(a) Time-of-Day (TOD) rates billing have returned to pre-cybersecurity incident state. Time-16 

of-Use (TOU) rates for off-peak and on-peak, winter and non-winter periods, were 17 

amended to be the same as the standard offer rates, effective November 1, 2025. Please 18 

refer to the Board Decision in Matter M12499. As reported in the Monthly Cyber Incident 19 

Report, all systems required for the administration of TOU Tariffs are expected to be 20 

restored by the end of Q3 2026. 21 

 22 

(b) Net metering billing arrangements have returned to pre-cybersecurity incident state. 23 

 24 

(c) Demand billing for single phase meters without a physical demand reset feature has 25 

returned to pre-cybersecurity incident state. 26 
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